US009131528B2

a2z United States Patent (10) Patent No.: US 9,131,528 B2
Zhang et al. 45) Date of Patent: Sep. 8, 2015
(54) PHYSICAL LAYER FRAME FORMAT FOR (56) References Cited
WLAN
U.S. PATENT DOCUMENTS
(71)  Applicant: MARVELL WORLD TRADE LTD.,
St. Michael (BB 7,478,314 Bl 1/2009 Cheong et al.
- Michael (BB) 7,599,332 B2 10/2009 Zelst et al.
(72) Inventors: Hongyuan Zhang, Fremont, CA (US); (Continued)
Sudhir Srinivasa, Sunnyvale, CA (US);
Rohit U. Nabar, Sunnyvale, CA (US); FOREIGN PATENT DOCUMENTS
Raja Banerjea, Sunnyvale, CA (US) WO  WO-2012/122119 Al 9/2012
WO WO0-2013/152111 A1 10/2013
(73) Assignee: MARVELL WORLD TRADE LTD., WO  WO-2014/183059 Al 11/2014
St. Michael (BB)
OTHER PUBLICATIONS
(*) Notice:  Subject to any disclaimer, the term of this ] o o ]
patent is extended or adjusted under 35 International Preliminary Report on Patentability in corresponding
U.S.C. 154(b) by 101 days. International Application No. PCT/US2013/035132 dated Oct. 7,
2014 (7 pages).
21) Appl. No.: 13/856,277 Continued
pp
(22) Filed: Apr. 3,2013 o
Primary Examiner — Sai-Ming Chan
(65) Prior Publication Data
US 2013/0259017 A1 Oct. 3, 2013 7 ABSTRACT
L In a method for generating a data unit conforming to a first
Related U.S. Application Data communication protocol, a first field and a second field to be
(60) Provisional application No. 61/619,640, filed on Apr. included in a preamble of the data unit are generated. The first
3,2012. field includes a first set of one or more information bits that
indicate a duration of the data unit and is formatted such that
(51) Int.CL the first field allows a receiver device that conforms to a
HO4W 84/02 (2009.01) second communication protocol to determine the duration of
HO4L 1/00 (2006.01) the data unit. The second field includes a second set of one or
(52) U.S.CL more information bits that indicate to a receiver device that
CPC oo HO04W 84/02 (2013.01); HO4L 1/009 conforms to the first communication protocol that the data
(2013.01); HO4L 1/0041 (2013.01); HO4L unit conforms to the first communication protocol. The first
1/0061 (2013.01); HO4L 1/0072 (2013.01); field and the second field are modulated using a modulation
HO4L 1/0079 (2013.01) scheme specified for a field corresponding to the first field and
(58) Field of Classification Search the second field, respectively, by the second communication

CPC .... HO4W 84/02; HO4L 1/0041; HO4L 1/0061
USPC 370/338
See application file for complete search history.

ACCESS POINT
15
~
16 |
[ NETWORK
18 INTERFACE
~
24-1
20 |
21-1 [P
A
HI ™R
—--| TXIRX
21-3
[ oRx

/

25-3

10

protocol.

8 Claims, 16 Drawing Sheets

CLIENT

2
HOST L 26

¥

NETWORK [ a7

INTERFACE
| 28
29
| | 30-1

PHY
TXRX |-
o it °

25-2



US 9,131,528 B2
Page 2

(56) References Cited
U.S. PATENT DOCUMENTS

7,742,390 B2 6/2010 Mujtaba
7,974,225 B2 7/2011 Kasher
8,144,647 B2 3/2012 Nabar et al.
8,201,065 Bl 6/2012 Cheong et al.
8,619,907 B2  12/2013 Mujtaba et al.
8,627,171 B2 1/2014 Pi
8,681,757 B2 3/2014 Leeet al.
2009/0196163 Al 8/2009 Du
2010/0046358 Al 2/2010 van Nee
2010/0046656 Al* 2/2010 van Neeetal. ............. 375/267
2010/0091673 Al 4/2010 Sawai et al.
2010/0260159 Al* 10/2010 Zhangetal. ................. 370/338

2010/0309834 Al
2011/0002219 Al
2011/0032875 Al
2012/0195391 Al
2012/0201316 Al
2012/0294294 Al
2012/0300874 Al
2012/0327871 Al
2013/0202001 Al 8/2013 Zhang
2014/0337690 Al  11/2014 Zhang

OTHER PUBLICATIONS

12/2010 Fischer et al.
1/2011 Kim et al.
2/2011 Erceget al.
8/2012 Zhang et al.
8/2012 Zhang et al.

11/2012 Zhang

11/2012 Zhang

12/2012 Ghosh et al.

Gunnam, et al., “Multi-Rate Layered Decoder Architecture for Block
LDPC Codes of the IEEE 802.11n Wireless Standard,” IEEE Inter-
national Symposium on Circuits and Systems, 2007 (ISCAS 2007),
pp. 1645-1648 (2007).

IEEE Std 802.11a-1999 (Supplement to IEEE Std 802.11-1999)
“Supplement to IEEE Standard for Information technology—Tele-
communications and information exchange between systems—I.0-
cal and metropolitan area networks—Specific requirements—Part
11: Wireless LAN Medium Access Control (MAC) and Physical
Layer (PHY) specifications: High-Speed Physical Layer in the 5
GHZ Band,” The Institute of Electrical and FElectronics Engineers,
Inc., (1999).

IEEE Std 802.11ac/D2.1 “Draft STANDARD for Information Tech-
nology—Telecommunications and information exchange between
systems—IL ocal and metropolitan area networks—Specific require-
ments, Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: Enhancements
for Very High Throughput for Operation in Bands below 6 GHz,” The
Institute of Electrical and Electronics Engineers, Inc., Mar. 2012.
IEEE Std 802.11ac/D2.0 “Draft STANDARD for Information Tech-
nology—Telecommunications and information exchange between
systems—IL ocal and metropolitan area networks—Specific require-
ments, Part.11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: Enhancements
for Very High Throughput for Operation in Bands below 6 GHz,” The
Institute of Electrical and Electronics Engineers, Inc., Jan. 2012.
IEEE Std 802.11b-1999/Cor Jan. 2001 (Corrigendum to IEEE Std
802.11b-1999) “IEEE Standard for Information technology—Tele-
communications and information exchange between systems—I.0-
cal and metropolitan area networks—Specific requirements, Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) specifications, Amendment 2: Higher-speed Physical Layer
(PHY) extension in the 2.4 GHz band-Corrigendum 1,” The Institute
of Electrical and Electronics Engineers, Inc., Nov. 7, 2001.
International Standard, ISO/IEC 8802-11, ANSIIEEE Std 802.11,
“Information technology—Telecommunications and information
exchange between systems—Ilocal and metropolitan area networks—
specific requirements” Part 11: Wireless LAN Medium Access Con-
trol (MAC) and Physical Layer (PHY) specifications, The Institute of
Electrical and Electronics Engineers, Inc., (1999).

IEEE Std 802.11a-1999 (R2003) (Supplement to IEEE Std 802.11-
1999) “Supplement to IEEE Standard for Information technology—
Telecommunications and information exchange between systems—
Local and metropolitan area networks—Specific requirements—Part
11: Wireless LAN Medium Access Control (MAC) and Physical
Layer (PHY) specifications: High-Speed Physical Layer in the 5 Ghz

Band,” The Institute of Electrical and Electronics Engineers, Inc.,
(1999) Reaffirmed Jun. 12, 2003.

S. A. Mujtaba, “IEEE P802.11—Wireless LANs, TGn Sync Proposal
Technical Specification,” The Institute of Electrical and Electronics
Engineers, Inc., doc.: IEEE 802.11-04/088916, May 2005.

“IEEE P802.11n™/D3.00, Draft STANDARD for Information Tech-
nology—Telecommunications and information exchange between
systems—IL ocal and metropolitan area networks—Specific require-
ments, Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: Enhancements
for Higher Throughput,” The Institute of Electrical and Electronics
Engineers, Inc., Sep. 2007.

Syafei et al., “Design of 1.2 Gbps MIMO WLAN System for 4K
Digital Cinema Transmission,” IEEE 20th Int’l Symposium on Per-
sonal, Indoor and Mobile Radio Communications (PIMRC 2009),
The Institute of Electrical and Electronics Engineers, pp. 207-211

(2009).

Imashioya et al., “RTL Design of 1.2 Gbps MIMO WLAN System
and Its Business Aspect,” IEEE 9th Int’l Symposium on Communi-
cations and Information Technology (ISCIT 2009), The Institute of
Electrical and Electronics Engineers, pp. 296-301 (2009).

Syafei et al., “A Design of Next Generation Gigabit MIMO Wireless
LAN System ,” IEEE 12th Int’l Conference on Advanced Commu-
nication Technology (ICACT 2010), The Institute of Electrical and
Electronics Engineers, pp. 941-946 (2010).

Syafei et al., “A Gigabit MIMO WLAN System with International
Standardization Strategy,” IEEE Int’1 Symposium on Intelligent Sig-
nal Processing and Communication Systems (ISPACS 2009), The
Institute of Electrical and Flectronics Engineers, pp. 228-231

(2009).

Shi et al., “Phase Tracking During VHT-LTE,” Doc. No. IEEE 802.
11-10/077110, The Institute of Electrical and Electronics Engineers,

Inc., Jul. 2010.

van Zelst et al., “Pilot Sequence for VHT-DATA,” Doc. No. IEEE
802.11-10/0811r1, The Institute of Electrical and Electronics Engi-
neers, Inc., Jul. 2010.

IEEE Std 802.11af/D1.05 “Draft Standard for Information Technol-
ogy—Telecommunications and information exchange between sys-
tems—Local and metropolitan area networks—Specific require-
ments, Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: TV White
Spaces Operation,” The Institute of Electrical and Electronics Engi-
neers, Inc., Nov. 2011.

Vermani, et al. “Preamble Format for | MHz,” The Institute of Elec-
trical and Electronics Engineers, doc. No. IEEE 802.11-11/1482r2,
(Nov. 2011).

International Search Report issued in corresponding PCT/US2013/
035132, mailed Jun. 24, 2013.

Written Opinion issued in corresponding PCT/US2013/035132,
mailed Jun. 24, 2013.

IEEE Std 802.11b-1999 (Supplement to ANSIVIEEE Std 802.11,
1999 Edition) “Supplement to IEEE Standard for Information tech-
nology—Telecommunications and information exchange between
systems—IL ocal and metropolitan area networks—Specific require-
ments Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Higher-speed Physical Layer
Extension in the 2.4 Ghz Band,” The Institute of Electrical and
Electronics Engineers, Inc., pp. 1-89 (Sep. 1999).

IEEE Std 802.11g/D2.8, May 2002 (Supplement to ANSIIEEE Std
802.11, 1999 Edition) “Draft Supplement to Standard [for] Informa-
tion technology—Telecommunications and information exchange
between systems—I.ocal and metropolitan area networks—Specific
requirements—Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) specifications: Further Higher-
Speed Physical Layer Extension in the 2.4 GHz Band, ” The Institute
of Electrical and Electronics Engineers, Inc., pp. 1-53 (May 2002).

IEEE Std 802.11g/D8.2, Apr. 2003 (Supplement to ANSI/IEEE Std
802.11, 1999 (Reaff 2003)) “Draft Supplement to Standard [for]
Information technology—Telecommunications and information
exchange between systems—Iocal and metropolitan area net-
works—Specific requirements, Part 11: Wireless LAN Medium
Access Control (MAC) and Physical Layer (PHY) specifications:



US 9,131,528 B2
Page 3

(56) References Cited
OTHER PUBLICATIONS

Further Higher Data Rate Extension in the 2.4 GHz Band,” The
Institute of Electrical and Electronics Engineers, Inc., pp. 1-69 (Apr.
2003).

IEEE Std. 802.11n" “IEEE Standard for Information Technology—
Telecommunications and information exchange between systems—
Local and metropolitan area networks—Specific requirements, Part
11: Wireless LAN Medium Access Control (MAC) and Physical
Layer (PHY) Specifications: Amendment S: Enhancements for
Higher Throughput,” The Institute of Electrical and FElectronics
Engineers, Inc., pp. 1-535 (Oct. 2009).

Cheong, et al., “Methods, Algorithms, Software, Circuits, Receivers
and Systems for Decoding Convolutional Code,” U.S. Appl. No.
13/871,520, filed Apr. 26, 2013.

Francis, Michael, “Viterbi Decoder Block Decoding—Trellis Termi-
nation and Tail Biting,” Xilinx XAPP551 v2.0, pp. 1-21 (Jul. 30,
2010).

van Nee, et al. “The 802.11n MIMO-OFDM Standard for Wireless
LAN and Beyond,” Wireless Personal Communications, vol. 37, pp.
445-453 (Jun. 2006).

Invitation to Pay Additional Fees and Partial International Search
Report for PCT Application No. PCT/US2014/037534, 9 pages
(Aug. 21, 2014).

International Search Report and Written Opinion in International
Application No. PCT/US2014/037534, dated Oct. 21, 2014 (21
pages).

IEEE Std 802.11ac/D3.0 “Draft STANDARD for Information Tech-
nology—Telecommunications and information exchange between
systems—IL ocal and metropolitan area networks—Specific require-
ments, Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: Enhancements
for Very High Throughput for Operation in Bands below 6 GHz,” The
Institute of Electrical and Electronics Engineers, Inc.,pp. 1-385 (Jun.
2012).

IEEE Std 802.11ac/D4.0 “Draft STANDARD for Information Tech-
nology—Telecommunications and information exchange between
systems—IL ocal and metropolitan area networks—Specific require-
ments, Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: Enhancements
for Very High Throughput for Operation in Bands below 6 GHz,” The
Institute of Electrical and FElectronics Engineers, Inc., pp. 1-408
(Oct. 2012).

IEEE Std 802.11ac/D5.0 “Draft Standard for Information Technol-
ogy—Telecommunications and information exchange between sys-
tems—Local and metropolitan area networks—Specific require-
ments, Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) specifications: Amendment 4: Enhancements
for Very High Throughput for Operation in Bands below 6 GHz,” The
Institute of Electrical and Electronics Engineers, Inc., pp. 1-440 (Jan.
2013).

de Vegt, “Potential Compromise for 802.11ah Use Case Document”,
Institute of Electrical and Electronics Engineers, doc. No. IEEE
802.11-11/045710, pp. 1-27 (Mar. 2011).

Lee et al., “TGaf PHY proposal,” The Institute of Electrical and
Electronics Engineers, doc. No. IEEE 802.11-12/0809r5, pp. 1-43
(Jul. 10, 2012).

Park, “Proposed Specification Framework for TGah,” The Institute of
Electrical and Electronics Engineers, doc. No. IEEE 802.11--yy/
xxxxr05, pp. 1-12 (Jan. 2012).

Park, “Proposed Specification Framework for TGah,” The Institute of
Electrical and Electronics Engineers, doc. No. IEEE 802.11-11/
113716, pp. 1-13 (Mar. 2012).

Park, Proposed Specification Framework for TGah D9 x,, The Insti-
tute of Electrical and Electronics Engineers, doc. No. IEEE 802.11-
yy/xxxxr0, pp. 1-30 (Jul. 2012).

Park, “Proposed Specification Framework for TGah,” The Institute of
Electrical and Electronics Engineers, doc. No. IEEE 802.11-11/
1137r11, pp. 1-36 (Sep. 2012).

Park, “Specification Framework for TGah,” The Institute of Electri-
cal and Electronics Engineers, doc. No. IEEE 802.11-11/1137r13,
pp. 1-58 (Jan. 14, 2013).

Perahia, et al., “Gigabit Wireless LANs: an overview of IEEE 802.
11ac and 802.11ad,” ACM Sigmobile Mobile Computing and Com-
munications Review, vo. 15, No. 3, pp. 23-33 (Jul. 2011).

Shao, “Channel Selection for 802.11ah,” doc.: IEEE 802.11-12/
081610, pp. 1-11 (Jul. 2012).

Stacey et al., “IEEE P802.11, Wireless LANs, Proposed TGac Draft
Amendment,” Institute of Electrical and Electronics Engineers, doc.
No. IEEE 802.11-10/136113 pp. 1-154 (Jan. 2011).

Stacey et al., “Specification Framework for TGac,” document No.
IEEE 802.11-09/0992r20, Institute for Electrical and Electronics
Engineers, pp. 1-49, (Jan. 18, 2011).

Taghavi et al., “Introductory Submission for TGah,” doc. No. IEEE
802.11-11/006210, Institute for Electrical and Electronics Engineers,
pp. 1-5 (Jan. 14, 2011).

Vermani, et al. “Spec Framework Text for PHY Numerology,” The
Institute of Electrical and Electronics Engineers, doc. No. IEEE
802.11-11/131110, pp. 1-5 (Sep. 2011).

Vermani, et al. “Preamble Format for 1 MHz,” The Institute of Elec-
trical and Electronics Engineers, doc. No. IEEE 802.11-11/148212,
pp. 1-30 (Nov. 2011).

Yu et al., “Coverage extension for IEEE802.11ah,” The Institute of
Electrical and Electronics Engineers, doc. No. IEEE 802.11-11/
0035r1, pp. 1-10 (Jan. 2011).

Zhang et al., “11ah Data Transmission Flow,” The Institute of Flec-
trical and Electronics Engineers, doc. No. IEEE 802.11-11/1484r1,
pp. 1-15 (Nov. 2011).

Zhang et al., | MHz Waveform in Wider BW, The Institute of Elec-
trical and Electronics Engineers, doc. No. IEEE 802.11-12/0309r1,
pp. 1-10 (Mar. 2012).

Zhang et al., “Beamforming Feedback for Single Stream,” The Insti-
tute of Electrical and Electronics Engineers, doc. No. IEEE 802.11-
12/131210, pp. 1-22 (Nov. 12, 2012).

* cited by examiner



US 9,131,528 B2

Sheet 1 of 16

Sep. 8, 2015

U.S. Patent

m-mm/
IN3ITO
N-mN/
AIN3IND
162~ /
mYOM\\\un XH/XL c-¥¢
L€
L+ Xd/XL
z-0e”7]
Z-ve
o TTT X/X L N-vm\v
A AHd
6¢ H c-ve
8¢ JOV443LNI
17 11 MH4OML3AN
L—— 1SOH
YA N
IN3ITO oL

-G¢ N\

IN3ITO
ADVOI1

XH/XL

b-¥¢

XH/XL

Xd/XL
AHd

!

OVIN ~

JOVAH3LNI
NHOML3N

!

1SOH

1NIOd S5300V

L "OId



US 9,131,528 B2

Sheet 2 of 16

Sep. 8, 2015

U.S. Patent

18V d0ldd
m¢n_m_ m_@_m Nadsd a319NvE0s 30IAM3S

P | .

80¢ 8¢ "Oid
EREEIANESEE]
A
13V HOIdd ( h
v1iva 9181 4171 4181

80z 90z 7/ 0z 7 20z 7

. vZ "Old
00¢




US 9,131,528 B2

Sheet 3 of 16

Sep. 8, 2015

U.S. Patent

18V dOldd

A
919 ﬂ ¥LG IN-CLS Ll-¢lS 019 ¢Z-80S -80S 90S Y05 0%
4 4 4 4 [d 4 4 C C L
_ aolIs | 411 411 41S | zvois | 1vols _ _ _
Y1va-1LHA -an | 1A NIV BETEYNY RETTTN RN 91S-1 4171 4181
™ 505
™ 005
G 9Ol4
RN E D
A
1V HOldd ol N-801 L-80¥ ¢-90¢v L-90v V0¥ cov J
) ys y- L j- y
VIVa-LH 41T-1H 4L7-LH Nw_w _w_w L417-LH 418-49-1H
™ ooy ]
v 'Old
18V H01dd I1anvIYd
A
1€ A AR L-¢LE 0LE ¢-80% 1L-80¢ 90¢ 0¢ c0¢
C - /- - ( r Id c y-
V1va-LH z.mn._ v-ﬂw_._ mw_.m_ Nw__._m _w__._m 9151 4177 4181



US 9,131,528 B2

Sheet 4 of 16

Sep. 8, 2015

U.S. Patent

< |
3 0
L b+ 1t
T ssaso Y o vsdd
CVOIS-1HA LVOIS-1HA
18V d0IMd
O\F’ Fl O\F’ Fl
T - |t -
| | <« | |
il | 7 |
el b L+
ﬁ MSdg9-O0 ﬁu MSdg-0
ZOIS-LH 1OIS-1H
13V d01¥d

-
Yo MSdd
OIS

g9 Oid

-

-
Yo ASdd
oIS

V9 "OId



US 9,131,528 B2

Sheet 5 of 16

Sep. 8, 2015

U.S. Patent

_\Q L+

@) ASdg-O
ZV9IS-1HN
aZ ‘oid
912 v N-CLL
C C 4
- g9I1S | 417
vivatHn | 0S|

A

1+

o4

ot

o Msdg £ Sd4g
LYOIS-LHN 0187
a1 '9OId g/ 94
-2V, O0LL T-80. L-80. 90/ 0. 204
Y A ‘ [l \ \
4117 | 418 | evois | vois ] . ]
un | -thn | -1an -1HN 9IS 4171 4181
™ 90,
™ 00z
V. 9Old




US 9,131,528 B2

Sheet 6 of 16

Sep. 8, 2015

U.S. Patent

€ € € € 6 ¢
15-¢ 5G-¢C pPG-¢ 9G-208
SISN SISN SISN SISN AN q¢-¢08 BG-208 ns
[elnin [2lnn [LIn lolny aiy leyed S1SN NS
™ g-208 ™ g-208
98 9Id .
g8 ‘9ld
| | ¢l 9 1 I ¢
X
w W_w % @ % ©
m m_% aiv letyed/S1SN 5 |2 m =
= E W O Q
_I_
/-208 9-208 G-¢08 ¥-¢08€-208 ¢-208 L-208

™ |80/

v8 "Oid



US 9,131,528 B2

Sheet 7 of 16

Sep. 8, 2015

U.S. Patent

I L L 1%

e Ihe] pG-019 9G-018 qG-019 BG-013
cwaowrom Buipod Buipod Buipod NN SON NS
[€In [ZInn [LInn
| S
™g-018 018
48 ‘94 38 'Old
9 8 Ll 1% [ [
o |2|3¢
W -l S |82
2 (78 23| £ 22| ¢
5 3 g |22 Bupoo le-ilnisonns |50| S |52 €
2|23 3z[8 22| @
=S g2 |52
6-0L8 8-018 2018 9-0.8 G-0.8 ¥-018 £€-018¢-01L81-018

®-2-80.

as ‘oid

ns



US 9,131,528 B2

Sheet 8 of 16

Sep. 8, 2015

U.S. Patent

o0

VOISLHN ¥9-¥

yduouzg ds1+ 10 mwmﬂm\m/ splayans
/ dij4 ubig dSIN v 108188 oeIaUa0 VOIS1HN
016 7 w16 < 216 7
™ 0.6
96 OId
ol
1duouz WM_W.@I\H_/ spRYans
40 ‘ / di4 ubig YOIS1HN
VYOIS1HN 19-8 Sjelsusy
96 - 296 -
| 8
096 )
g6 9id
24D
. 19-g pjal4 spleyans
‘ vOIS-LHN | VOIS1HN
VYOIS1HN Na-8 o12I0uBS)
266 -7
* 056
V6 94



US 9,131,528 B2

Sheet 9 of 16

Sep. 8, 2015

U.S. Patent

<« »3siedwo)

P8}O9}18P LHN 40 1HA

010

19-8 pIBld VOIS
- LHA ®jelausn)

001~

0)<10;

900}~

PIvY

040 10-8 VOIS PaAIsIsY

19-8 PIBI4 VOIS
- LHN S1eJousn

-

SP_HANS YOIS PBAISJISY

2001~

™ 0001

0L 'Old



US 9,131,528 B2

Sheet 10 of 16

Sep. 8, 2015

U.S. Patent

<« | @siedwon

P8}I919pP 1 HN 40 LHA

aS71y 10 dSINY
109[8S ‘OHO

19-8 PRI4 VOIS
- LHA @1elsusg

oL~

PRI VOIS-1HN

o011~

PIBY 1HA POAISA.
10 gST/dSNY 10 pidl
OO 1G-% LHN POAISdaY

9jeJausn)

zoLL”

™ 0011

-———————

SpI_RANS YOIS PBAISI8Y

Ll "OId



US 9,131,528 B2

Sheet 11 of 16

Sep. 8, 2015

U.S. Patent

9L/ Z-¥0ZL 1-v0Z) W-ZLZ
C 4 /4 4
_ daols | gois 417
viva-1Hn -1IHN | -LHN | -LHN
Jl\
™ vozl

L-¢kZ 0LL ¢-¢0cL L-¢0clL 90L ¥0. ¢0.
C C C C L L L
417 | 415 [evois [ oIS | .. ] ]
-tHN | AN | -tHn | saan [ OSTT[ AT 41871
N J
Y
> z0z1
™ oozl
¢l Old




US 9,131,528 B2

Sheet 12 of 16

Sep. 8, 2015

U.S. Patent

L+ - | b+
ﬁ ﬁ s
3
L4 |+ MSdFD
ﬁo evoIS
-1HN
80¢cl IN-90¢L
9L 4 4
_ aolIs | 417
V.LVa-LHN Shn | -1

|- 1 oy
- s - b+ -
— <o — <o —
0 L 0 I 0
|, Msdg 1. Msdsd 1,
40 VOIS 40 VOIS 40 MSdd
-1HN -1HN OIS
g¢l 9ld
90¢€l vOglL €-¢0Cl €-¢0¢l L-¢0cl 90.L 0. c0.
4 4 |4 /4 4 /4 /4 /4
217 | 4LS | evols | zvols | tvols ) ) )
1A | -LAn | -LHN | -tHn | -oan | 28T 217 41871
\ J
Y
® zocl
™ 00gL
veL Ol



US 9,131,528 B2

Sheet 13 of 16

Sep. 8, 2015

U.S. Patent

3.
-~ +

I ol o o
I- L+ L- b+ b= b -
*— W W < W W < W W
0
1+ >sds |-¢- 4+ ASdED L1+ Sdg-D 1$ 1+ 3Sdg-D
vV -D.oysdE ¥y ols Yo ZOIS-LH Yo 19IS-LH
VoIS "LHN
-LHN
ari "Old
1424 ¢yl N-OLvL OLvlL ¢-80%L L-80%L ¢-90¥L L-90¥L vOvlL COvl
( 4 r r I C I C C C
] g01S | 4L 47 [evois [ vois | zois | 1ois [ 147 | 418
VIVaAN 1o in | -1hn -1Hn| -tHn | -tHn | atH | -LH | -LHN | -LHn
v \ v J
w
™ 8oyl 90%!
w
oor} vvi "OId



U.S. Patent Sep. 8, 2015 Sheet 14 of 16 US 9,131,528 B2

FIG. 15

1500
¥ 7 1502

Generate a first field of a preamble of a data unit, the data unit conforming
to a first communication protocol, wherein the first field includes a first set
of one or more information bits that indicate a duration of the data unit, the
first field being formatted such that the first field is decodable by a receiver
device that conforms to a second communication protocol, but does not
conform to the first communication protocol, to determine the duration of
the data unit based on the first field.

v 1504

Generate a second field of the preamble, wherein the second field
includes a second set of one or more information bits that indicate to a
receiver device that conforms to the first communication protocol that the

data unit conforms to the first communication protocol, and wherein
generating the second field includes one or both of (i) generating the
second set of one or more information bits according to an error detection
scheme not specified by the second communication protocol and (ii)
generating the second set of one or more information bits to indicate a
mode not supported by the second communication protocol.

! 1506

Modulate the first field using a modulation scheme specified for a field
corresponding to the first field by the second communication protocol

¢ 1508

Modulate the second field using a modulation scheme specified for a field
corresponding to the second field by the second communication protocol

! 1510
Generate the preamble to include at least the first field and the second
field
¢ /1512

Generate the data unit to include at least the preamble
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FIG. 16
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Receive a data unit, wherein the data unit conforms to a first
communication protocol or a to second communication protocol

\ Ve 1604

Decode a field of a preamble of the data unit, wherein decoding the field
includes decoding a received cyclic redundancy check (CRC) included in
the field

\ Ve 1606

Generate, based on the field, a first CRC using a first CRC scheme, the
first CRC scheme specified for the field by the first communication
protocol

Y Vs 1608

Generate, based on the field, a first CRC using a first CRC scheme, the
first CRC scheme specified for the field by the second communication
protocol

Y Vs 1610

Compare (i) the first generated CRC and (ii) the second generated CRC
to the received CRC
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FIG. 17

1700

71702

Generate a preamble of the data unit, wherein the preamble includes a
first field having a plurality of OFDM symbols, including at least a first
OFDM symbol, a second OFDM symbol, and a third OFDM symbol,
wherein:

the first OFDM symbol is formatted such that the first OFDM
symbol is decodable by a receiver device that conforms to a second
communication protocol, but does not conform to the first communication
protocol, to determine that the data unit conforms to a third
communication protocol,

the second OFDM symbol is formatted such that the first OFDM
symbol and the second OFDM symbol are decodable by a receiver device
that conforms to a fourth communication protocol, but does not conform to
the first communication protocol, to determine that the data unit conforms
to the third communication protocol, and

the third OFDM symbol is formatted such that a receiver device
that conforms to the first communication protocol can determine that the
data unit conforms to the first communication protocol; and

/1704

Generate the data unit to include at least the preamble
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PHYSICAL LAYER FRAME FORMAT FOR
WLAN

CROSS-REFERENCES TO RELATED
APPLICATIONS

This claims the benefit of U.S. Provisional Patent Applica-
tion No. 61/619,640, filed Apr. 3, 2012, entitled “Preamble
Design for “post-11ac” WLAN at 5 GHz,” the disclosure of
which is hereby expressly incorporated herein by reference in
its entirety.

FIELD OF THE DISCLOSURE

The present disclosure relates generally to communication
networks and, more particularly, to wireless local area net-
works that utilize orthogonal frequency division multiplexing
(OFDM).

BACKGROUND

When operating in an infrastructure mode, wireless local
area networks (WLANSs) typically include an access point
(AP) and one or more client stations. WLANSs have evolved
rapidly over the past decade. Development of WLAN stan-
dards such as the Institute for Electrical and Electronics Engi-
neers (IEEE) 802.11a, 802.11b, 802.11g, and 802.11n Stan-
dards has improved single-user peak data throughput. For
example, the IEEE 802.11b Standard specifies a single-user
peak throughput of 11 megabits per second (Mbps), the IEEE
802.11a and 802.11g Standards specify a single-user peak
throughput of 54 Mbps, the IEEE 802.11n Standard specifies
a single-user peak throughput of 600 Mbps, and the IEEE
802.11ac Standard specifies a single-user peak throughput in
the gigabits per second (Gbps) range. Future standards prom-
ise to provide even greater throughputs, such as throughputs
in the tens of Gbps range.

SUMMARY

In an embodiment, a method for generating a data unit for
transmission via a communication channel, the data unit con-
forming to a first communication protocol, includes generat-
ing a first field to be included in a preamble of the data unit,
wherein the first field includes a first set of one or more
information bits that indicate a duration of the data unit, the
first field being formatted such that the first field is decodable
by a receiver device that conforms to a second communica-
tion protocol, but does not conform to the first communica-
tion protocol, to determine the duration of the data unit based
on the first field. The method also includes generating a sec-
ond field to be included in the preamble, wherein the second
field includes a second set of one or more information bits that
indicate to a receiver device that conforms to the first com-
munication protocol that the data unit conforms to the first
communication protocol, and wherein generating the second
field includes one or both of (i) generating the second set of
one or more information bits according to an error detection
scheme not specified by the second communication protocol
and (ii) generating the second set of one or more information
bits to indicate a mode not supported by the second commu-
nication protocol. The method further includes modulating
the first field using a modulation scheme specified for a field
corresponding to the first field by the second communication
protocol, and modulating the second field using a modulation
scheme specified for a field corresponding to the second field
by the second communication protocol. The method addition-
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ally includes generating the preamble to include at least the
first field and the second field, and generating the data unit to
include at least the preamble.

In other embodiments, the method includes any combina-
tion of one or more of the following elements.

Generating the second set of one or more information bits
according to the error detection scheme not specified by the
second communication protocol comprises generating a
cyclic redundancy check (CRC) for the second field accord-
ing to a CRC polynomial different than a CRC polynomial
specified for the corresponding field by the second commu-
nication protocol.

Generating the second set of one or more information bits
according to the error detection scheme not specified by the
second communication protocol comprises generating a
cyclic redundancy check (CRC) for the second field, includ-
ing generating a plurality of CRC bits according to a CRC
polynomial specified for the corresponding field by the sec-
ond communication protocol, and encrypting one or more bits
of the plurality of CRC bits to generate the CRC for the
second field.

Generating the second set of one or more information bits
according to the error detection scheme not specified by the
second communication protocol comprises generating a
cyclic redundancy check (CRC) for the second field, includ-
ing generating a plurality of CRC bits according to a CRC
polynomial specified for the corresponding field by the sec-
ond communication protocol, selecting a subset of the plural-
ity of CRC bits, the subset to be utilized for the CRC for the
second field; and encrypting one or more bits in the selected
subset of the plurality of CRC bits to generate the CRC for the
second field.

The second field includes a modulation and coding (MCS)
subfield, and wherein generating the second set of one or
more information bits to indicate the mode not supported by
the second communication protocol includes generating the
MCS subfield to indicate a modulation and coding scheme
not supported by the second communication protocol.

The second field further includes an indication that the data
unit conforms to the first communication protocol.

The second communication protocol conforms to the Insti-
tute for Electrical and Electronics Engineers (IEEE) 802.11ac
Standard.

The first communication protocol is a communication pro-
tocol that supports a higher throughput than the IEEE
802.11ac Standard.

In another embodiment, an apparatus comprises a network
interface configured to generate a first field to be included in
a preamble of the data unit, wherein the first field includes a
first set of one or more information bits that indicate a dura-
tion of the data unit, the first field being formatted such that
the first field is decodable by a receiver device that conforms
to a second communication protocol, but does not conform to
the first communication protocol, to determine the duration of
the data unit based on the first field. The network interface is
also configured to generate a second field to be included in the
preamble, wherein the second field includes a second set of
one or more information bits that indicate to a receiver device
that conforms to the first communication protocol that the
data unit conforms to the first communication protocol, and
wherein generating the second field includes one or both of (i)
generating the second set of one or more information bits
according to an error detection scheme not specified by the
second communication protocol and (ii) generating the sec-
ond set of one or more information bits to indicate a mode not
supported by the second communication protocol. The net-
work interface is further configured to modulate the first field
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using a modulation scheme specified for a field correspond-
ing to the first field by the second communication protocol,
and modulate the second field using a modulation scheme
specified for a field corresponding to the second field by the
second communication protocol. The network interface is
additionally configured to generate the preamble to include at
least the first field and the second field, and generate the data
unit to include at least the preamble.

In other embodiments, the apparatus includes any combi-
nation of one or more of the following features.

The network interface is configured to generate the second
set of one or more information bits according to the error
detection scheme not specified by the second communication
protocol at least by generating a cyclic redundancy check
(CRC) for the second field according to a CRC polynomial
different than a CRC polynomial specified for the corre-
sponding field by the second communication protocol.

The network interface is configured to generate the second
set of one or more information bits according to the error
detection scheme not specified by the second communication
protocol at least by generating a cyclic redundancy check
(CRC) for the second field, including generating a plurality of
CRC bits according to a CRC polynomial specified for the
corresponding field by the second communication protocol,
and encrypting one or more bits ofthe plurality of CRC bits to
generate the CRC for the second field.

The network interface is configured to generate the second
set of one or more information bits according to the error
detection scheme not specified by the second communication
protocol at least by generating a cyclic redundancy check
(CRC) for the second field, including generating a plurality of
CRC bits according to a CRC polynomial specified for the
corresponding field in the second communication protocol,
selecting a subset of the plurality of CRC, the subset to be
utilized for the CRC for the second field; and encrypting one
or more bits in the selected subset of the plurality of CRC bits
to generate the CRC for the second field.

The second field includes a modulation and coding (MCS)
subfield.

The network interface is configured to generate the second
set of one or more information bits to indicate the mode not
supported by the second communication protocol at least by
generating the MCS subfield to indicate a modulation and
coding scheme not supported by the second communication
protocol.

The network interface is further configured to include, in
the second field, an indication that the data unit conforms to
the first communication protocol.

The second communication protocol conforms to the Insti-
tute for Electrical and Electronics Engineers (IEEE) 802.11ac
Standard.

The first communication protocol is a communication pro-
tocol that supports a higher throughput than the IEEE
802.11ac Standard.

In yet another embodiment, a method includes receiving a
data unit, wherein the data unit conforms to a first communi-
cation protocol or to a second communication protocol, and
decoding a field of a preamble of the data unit, including
decoding a received cyclic redundancy check (CRC) included
in the field. The method also includes generating, based on the
field, a first CRC using a first CRC generation scheme, the
first CRC generation scheme specified for the first field by the
first communication protocol. The method further includes
generating, based on the field, a second CRC using a second
CRC generation scheme, the second CRC generation scheme
specified for the field by the second communication protocol.
The method further still includes comparing (i) the first gen-
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erated CRC and (ii) the second generated CRC to the received
CRC. The method additionally includes determining that the
data unit conforms to the first communication protocol when
the first generated CRC matches the received CRC, and deter-
mining that the data unit conforms to the second communi-
cation protocol when the second generated CRC matches the
received CRC.

In other embodiments, the method includes any combina-
tion of one or more of the following elements.

Generating the first CRC comprises generating the first
CRC according to a first CRC polynomial, the first CRC
polynomial specified for the field by the first communication
protocol.

Generating the second CRC comprises generating the sec-
ond CRC according to a second CRC polynomial, the second
CRC polynomial specified for the field by the second com-
munication protocol, wherein the second CRC polynomial is
different than the first CRC polynomial.

Generating the first CRC comprises generating the first
CRC according to a first CRC polynomial, the first CRC
polynomial specified for the field by the first communication
protocol.

Generating the second CRC comprises generating a plu-
rality of CRC bits according to the first CRC polynomial, and
encrypting one or more bits of the plurality of CRC bits to
generate the second CRC.

Generating the second CRC comprises generating a plu-
rality of CRC bits according to the first CRC polynomial,
selecting a subset of the plurality of CRC bits, the subset to be
utilized for the CRC for the second CRC; and encrypting one
or more bits in the selected subset of the plurality of CRC bits
to generate the second CRC.

In still another embodiment, an apparatus comprises a
network interface configured to receive a data unit, wherein
the data unit conforms to a first communication protocol or a
second communication protocol, and decode a field of a pre-
amble of the data unit, including decoding a received cyclic
redundancy check (CRC) included in the field. The network
interface is also configured to generate, based on the field, a
first CRC using a first CRC generation scheme, the first CRC
generation scheme specified for the first field by the first
communication protocol, and generate, based on the field, a
second CRC using a second CRC generation scheme, the
second CRC generation scheme specified for the field by the
second communication protocol. The network interface is
further configured to compare the first generated CRC and the
second generated CRC to the received CRC. The network
interface is additionally configured to determine that the data
unit conforms to the first communication protocol when the
first generated CRC matches the received CRC, and deter-
mine that the data unit conforms to the second communica-
tion protocol when the second generated CRC matches the
received CRC.

In other embodiments, the apparatus includes any combi-
nation of one or more of the following features.

The network interface is configured to generate the first
CRC the first CRC according to a first CRC polynomial, the
first CRC polynomial specified for the field by the first com-
munication protocol.

Generate the second CRC according to a second CRC
polynomial, the second CRC polynomial specified for the
field by the second communication protocol, wherein the
second CRC polynomial is different than the first CRC poly-
nomial.
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Generate the second CRC at least by generating a plurality
of CRC bits according to the first CRC polynomial, and
encrypting one or more bits of the plurality of CRC bits to
generate the second CRC.

The network interface is configured to generate the first
CRC according to a first CRC polynomial, the first CRC
polynomial specified for the field by the first communication
protocol.

Generate the second CRC at least by generating a plurality
of CRC bits according to the first CRC polynomial, selecting
a subset of the plurality of CRC bits, the subset to be utilized
for the CRC for the second CRC; and encrypting one or more
bits in the selected subset of the plurality of CRC bits to
generate the second CRC.

In still another embodiment, a method for generating a data
unit for transmission via a communication channel, the data
unit conforming to a first communication protocol, includes
generating a preamble of the data unit, wherein the preamble
includes a first field having a plurality of orthogonal fre-
quency division multiplexing (OFDM) symbols, including at
least (i) a first OFDM symbol, (i) a second OFDM symbol,
and (iii) a third OFDM symbol. The first OFDM symbol is
formatted such that the first OFDM symbol is decodable by a
receiver device that conforms to a second communication
protocol, but does not conform to the first communication
protocol, to determine that the data unit conforms to a third
communication protocol. The second OFDM symbol is for-
matted such that the first OFDM symbol and the second
OFDM symbol are decodable by a receiver device that con-
forms to a fourth communication protocol, but does not con-
form to the first communication protocol, to determine that
the data unit conforms to the third communication protocol.
The third OFDM symbol is formatted such that a receiver
device that conforms to the first communication protocol can
determine that the data unit conforms to the first communi-
cation protocol. The method also includes generating the data
unit to include at least the preamble.

In other embodiments, the method includes any combina-
tion of one or more of the following elements.

A second field of the preamble substantially conforms to
the third communication protocol, and wherein the second
field includes a rate and a length subfield that indicate the
duration of the data unit.

The first OFDM symbol is modulated using the same
modulation as the second OFDM symbol, wherein the modu-
lation is different than the modulation specified for the cor-
responding OFDM symbols by the second communication
protocol.

The second communication protocol conforms to the Insti-
tute for Electrical and Electronics Engineers (IEEE) 802.11n
Standard.

The third communication protocol conforms to the IEEE
802.11a Standard.

The fourth communication protocol conforms to the IEEE
802.11ac Standard.

The first communication protocol is a communication pro-
tocol that supports a higher throughput than the IEEE
802.11ac Standard.

In still another embodiment, an apparatus comprises a
network interface configured to generate a preamble of the
data unit, wherein the preamble includes a first field having a
plurality of orthogonal frequency division multiplexing
(OFDM) symbols, including at least (i) a first OFDM symbol,
(i1) a second OFDM symbol, and (iii) a third OFDM symbol.
The first OFDM symbol is formatted such that the first OFDM
symbol is decodable by a receiver device that conforms to a
second communication protocol, but does not conform to the
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first communication protocol, to determine that the data unit
conforms to a third communication protocol. The second
OFDM symbol is formatted such that the first OFDM symbol
and the second OFDM symbol are decodable by a receiver
device that conforms to a fourth communication protocol, but
does not conform to the first communication protocol, to
determine that the data unit conforms to the third communi-
cation protocol. The third OFDM symbol is formatted such
that a receiver device that conforms to the first communica-
tion protocol can determine that the data unit conforms to the
first communication protocol. The network interface is also
configured to generate the data unit to include at least the
preamble.

In other embodiments, the apparatus includes any combi-
nation of one or more of the following features.

The network interface is further configured to generate a
second field of the preamble, wherein the second field (i)
substantially conforms to the third communication protocol,
and (ii) includes a rate and a length subfield that indicate the
duration of the data unit.

The network interface is configured to modulate the first
OFDM symbol using the same modulation as the second
OFDM symbol, wherein the modulation is different than the
modulation specified for the corresponding OFDM symbols
by the second communication protocol.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 11is ablock diagram of an example wireless local area
network (WLAN) 10, according to an embodiment;

FIGS. 2A and 2B are diagrams of a prior art data unit
format;

FIG. 3 is a diagram of another prior art data unit format;

FIG. 4 is a diagram of another prior art data unit format;

FIG. 5 is a diagram of another prior art data unit format;

FIG. 6 A illustrates diagrams of modulation used to modu-
late symbols in a prior art data unit;

FIG. 6B illustrates diagrams of modulation used to modu-
late symbols in an example data unit, according to an embodi-
ment;

FIG. 7A is a diagram of an example data unit format,
according to an embodiment;

FIGS. 7B-7D are diagrams illustrating modulation of the
signal fields of the example data unit format of FIG. 7A,
according to an embodiment;

FIGS. 8A-8F are diagrams of example bit allocations for a
signal field, according to an embodiment.

FIGS. 9A-9C are diagrams depicting several example
cyclic redundancy check (CRC) generation schemes, accord-
ing to several embodiments.

FIG. 10 is ablock diagram depicting a detection scheme for
detecting whether a data unit conforms to a first communica-
tion protocol or to a second communication protocol, accord-
ing to an embodiment.

FIG. 11 is a block diagram depicting another detection
scheme for detecting whether a data unit conforms to a first
communication protocol or to a second communication pro-
tocol, according to an embodiment.

FIG. 12 is a block diagram depicting yet another detection
scheme for detecting whether a data unit conforms to a first
communication protocol or to a second communication pro-
tocol, according to an embodiment.

FIG. 13A is a diagram of an example data unit format,
according to an embodiment.

FIG. 13B illustrates diagrams of modulation used to modu-
late symbols in the data unit depicted in FIG. 13 A, according
to an embodiment;
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FIG. 14A is a diagram of an example data unit format,
according to an embodiment

FIG. 14B illustrates diagrams of modulation used to modu-
late symbols in the data unit depicted in FIG. 14A, according
to an embodiment;

FIG. 15 is a diagram of a method for generating a data unit,
according to an embodiment;

FIG. 16 is a diagram of a method for detecting whether a
data unit conforms to a first communication protocol or to a
second communication protocol, according to an embodi-
ment.

FIG. 17 is adiagram of a method for generating a data unit,
according to an embodiment.

DETAILED DESCRIPTION

In embodiments described below, a wireless network
device such as an access point (AP) of a wireless local area
network (WL AN) transmits data streams to one or more client
stations. The AP is configured to operate with client stations
according to at least a first communication protocol. The first
communication protocol, according to some embodiments, is
referred herein as “ultra high throughput” or “UHT” commu-
nication protocol. In some embodiments, different client sta-
tions in the vicinity of the AP are configured to operate
according to one or more other communication protocols
which define operation in the same frequency band as the
UHT communication protocol but with generally lower data
throughputs. The lower data throughput communication pro-
tocols (e.g., IEEE 802.11a, IEEE 802.11n, and/or IEEE
802.11ac) are collectively referred herein as “legacy” com-
munication protocols. When the AP transmits a data unit
according to the UHT communication protocol, a preamble of
the data is formatted such that a client station that operates
according to a legacy protocol, and not the UHT communi-
cation protocol, is able to determine certain information
regarding the data unit, such as a duration of the data unit,
and/or that the data unit does not conform to the second
protocol. Additionally, a preamble of the data unit is format-
ted such that a client station that operates according to the
UHT protocol is able to determine the data unit conforms to
the UHT communication protocol. Similarly, a client station
configured to operate according to the UHT communication
protocol also transmits data units such as described above.

In at least some embodiments, data units formatted such as
described above are useful, for example, with an AP that is
configured to operate with client stations according to a plu-
rality of different communication protocols and/or with
WLANS in which a plurality of client stations operate accord-
ing to a plurality of different communication protocols. Con-
tinuing with the example above, a communication device
configured to operate according to both the UHT communi-
cation protocol and a legacy communication protocol is able
to determine that the data unit is formatted according to the
UHT communication protocol and not the legacy communi-
cation protocol. Similarly, a communication device config-
ured to operate according to a legacy communication protocol
but not the UHT communication protocol is able to determine
that the data unit is not formatted according to the legacy
communication protocol and/or determine a duration of the
data unit.

FIG. 11s a block diagram of an example wireless local area
network (WLAN) 10, according to an embodiment. An AP 14
includes a host processor 15 coupled to a network interface
16. The network interface 16 includes a medium access con-
trol (MAC) processing unit 18 and a physical layer (PHY)
processing unit 20. The PHY processing unit 20 includes a
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plurality of transceivers 21, and the transceivers 21 are
coupled to a plurality of antennas 24. Although three trans-
ceivers 21 and three antennas 24 are illustrated in FIG. 1, the
AP 14 includes other suitable numbers (e.g., 1, 2, 4, 5, etc.) of
transceivers 21 and antennas 24 in other embodiments. In one
embodiment, the MAC processing unit 18 and the PHY pro-
cessing unit 20 are configured to operate according to a first
communication protocol (e.g., UHT communication proto-
col). Inanother embodiment, the MAC processing unit 18 and
the PHY processing unit 20 are also configured to operate
according to a second communication protocol (e.g., IEEE
802.11ac Standard). In yet another embodiment, the MAC
processing unit 18 and the PHY processing unit 20 are addi-
tionally configured to operate according to the second com-
munication protocol, a third communication protocol and/or
a fourth communication protocol (e.g., the IEEE 802.11a
Standard and/or the IEEE 802.11n Standard).

The WLAN 10 includes a plurality of client stations 25.
Although four client stations 25 are illustrated in FIG. 1, the
WLAN 10 includes other suitable numbers (e.g., 1, 2,3, 5, 6,
etc.) of client stations 25 in various scenarios and embodi-
ments. At least one of the client stations 25 (e.g., client station
25-1) is configured to operate at least according to the first
communication protocol. In some embodiments, at least one
of'the client stations 25 is not configured to operate according
to the first communication protocol but is configured to oper-
ate according to at least one of the second communication
protocol, the third communication protocol and/or the fourth
communication protocol (referred to herein as a “legacy cli-
ent station™).

The client station 25-1 includes a host processor 26
coupled to a network interface 27. The network interface 27
includes a MAC processing unit 28 and a PHY processing
unit 29. The PHY processing unit 29 includes a plurality of
transceivers 30, and the transceivers 30 are coupled to a
plurality of antennas 34. Although three transceivers 30 and
three antennas 34 are illustrated in FIG. 1, the client station
25-1 includes other suitable numbers (e.g., 1, 2, 4, 5, etc.) of
transceivers 30 and antennas 34 in other embodiments.

According to an embodiment, the client station 25-4 is a
legacy client station, i.e., the client station 25-4 is not enabled
to receive and fully decode a data unit that is transmitted by
the AP 14 or another client station 25 according to the first
communication protocol. Similarly, according to an embodi-
ment, the legacy client station 25-4 is not enabled to transmit
data units according to the first communication protocol. On
the other hand, the legacy client station 25-4 is enabled to
receive and fully decode and transmit data units according to
the second communication protocol, the third communica-
tion protocol and/or the fourth communication protocol.

In an embodiment, one or both of the client stations 25-2
and 25-3, has a structure the same as or similar to the client
station 25-1. In an embodiment, the client station 25-4, has a
structure similar to the client station 25-1. In these embodi-
ments, the client stations 25 structured the same as or similar
to the client station 25-1 have the same or a different number
of transceivers and antennas. For example, the client station
25-2 has only two transceivers and two antennas, according to
an embodiment.

Invarious embodiments, the PHY processing unit 20 of the
AP 14 is configured to generate data units conforming to the
first communication protocol and having formats described
hereinafter. The transceiver(s) 21 is/are configured to trans-
mit the generated data units via the antenna(s) 24. Similarly,
the transceiver(s) 24 is/are configured to receive the data units
via the antenna(s) 24. The PHY processing unit 20 of the AP
14 is configured to process received data units conforming to
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the first communication protocol and having formats
described hereinafter and to determine that such data units
conform to the first communication protocol, according to
various embodiments.

In various embodiments, the PHY processing unit29 ofthe
client device 25-1 is configured to generate data units con-
forming to the first communication protocol and having for-
mats described hereinafter. The transceiver(s) 30 is/are con-
figured to transmit the generated data units via the antenna(s)
34. Similarly, the transceiver(s) 30 is/are configured to
receive data units via the antenna(s) 34. The PHY processing
unit 29 of the client device 25-1 is configured to process
received data units conforming to the first communication
protocol and having formats described hereinafter and to
determine that such data units conform to the first communi-
cation protocol, according to various embodiments.

FIG.2A is a diagram of a prior art OFDM data unit 200 that
the AP 14 is configured to transmit to the client station 25-4
via orthogonal frequency division multiplexing (OFDM)
modulation, according to an embodiment. In an embodiment,
the client station 25-4 is also configured to transmit the data
unit 200 to the AP 14. The data unit 200 conforms to the IEEE
802.11a Standard and occupies a 20 Megahertz (MHz) band.
The data unit 200 includes a preamble having a legacy short
training field (L-STF) 202, generally used for packet detec-
tion, initial synchronization, and automatic gain control, etc.,
and a legacy long training field (L-LTF) 204, generally used
for channel estimation and fine synchronization. The data unit
200 also includes a legacy signal field (L-SIG) 206, used to
carry certain physical layer (PHY ) parameters of with the data
unit 200, such as modulation type and coding rate used to
transmit the data unit, for example. The data unit 200 also
includes a data portion 208. FI1G. 2B is a diagram of example
data portion 208 (not low density parity check encoded),
which includes a service field, a scrambled physical layer
service data unit (PSDU), tail bits, and padding bits, if
needed. The data unit 200 is designed for transmission over
one spatial or space-time stream in a single input single output
(SISO) channel configuration.

FIG. 3 is a diagram of a prior art OFDM data unit 300 that
the AP 14 is configured to transmit to the client station 25-4
via orthogonal frequency domain multiplexing (OFDM)
modulation, according to an embodiment. In an embodiment,
the client station 25-4 is also configured to transmit the data
unit 300 to the AP 14. The data unit 300 conforms to the IEEE
802.11n Standard, occupies a 20 MHz band, and is designed
for mixed mode situations, i.e., when the WLAN includes one
or more client stations that conform to the IEEE 802.11a
Standard but not the IEEE 802.11n Standard. The data unit
300 includes a preamble having an [.-STF 302, an L.-I’TF 304,
an L-SIG 306, a high throughput signal field (HT-SIG) 308, a
high throughput short training field (HT-STF) 310, and M
data high throughput long training fields (HT-LTFs) 312,
where M is an integer generally determined by the number of
spatial streams used to transmit the data unit 300 in a multiple
input multiple output (MIMO) channel configuration. In par-
ticular, according to the IEEE 802.11n Standard, the data unit
300 includes two HT-LTFs 312 if the data unit 300 is trans-
mitted using two spatial streams, and four HT-LTFs 312 is the
dataunit 300 is transmitted using three or four spatial streams.
An indication of the particular number of spatial streams
being utilized is included in the HT-SIG field 308. The data
unit 300 also includes a data portion 314.

FIG. 4 is a diagram of a prior art OFDM data unit 400 that
the AP 14 is configured to transmit to the client station 25-4
via orthogonal frequency domain multiplexing (OFDM)
modulation, according to an embodiment. In an embodiment,
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the client station 25-4 is also configured to transmit the data
unit 400 to the AP 14. The data unit 400 conforms to the IEEE
802.11n Standard, occupies a 20 MHz band, and is designed
for “Greenfield” situations, i.e., when the WLAN does not
include any client stations that conform to the IEEE 802.11a
Standard but not the IEEE 802.11n Standard. The data unit
400 includes a preamble having a high throughput Greenfield
short training field (HT-GF-STF) 402, a first high throughput
long training field (HT-LTF1) 404, a HT-SIG 406, and M data
HT-LTFs 408, where M is an integer which generally corre-
sponds to a number of spatial streams used to transmit the data
unit 400 in a multiple input multiple output (MIMO) channel
configuration. The data unit 400 also includes a data portion
410.

FIG. 5 is a diagram of a prior art OFDM data unit 500 that
the client station AP 14 is configured to transmit to the client
station 25-4 via orthogonal frequency domain multiplexing
(OFDM) modulation, according to an embodiment. In an
embodiment, the client station 25-4 is also configured to
transmit the data unit 500 to the AP 14. The data unit 500
conforms to the IEEE 802.11ac Standard and is designed for
“Mixed field” situations. The data unit 500 occupies a 20
MHz bandwidth. In other embodiments or scenarios, a data
unit similar to the data unit 500 occupies a different band-
width, such as a 40 MHz, an 80 MHz, or a 160 MHz band-
width. The data unit 500 includes a preamble having an
L-STF 502, an L-LTF 504, an L-SIG 506, two first very high
throughput signal fields (VHT-SIGAs) 508 including a first
very high throughput signal field (VHT-SIGA1) 508-1 and a
second very high throughput signal field (VHT-SIGA2) 508-
2, a very high throughput short training field (VHT-STF) 510,
M very high throughput long training fields (VHT-LTFs) 512,
where M is an integer, and a second very high throughput
signal field (VHT-SIG-B) 514. The data unit 500 also
includes a data portion 516.

FIG. 6A is a set of diagrams illustrating modulation of the
L-S1G, HT-S1G1, and HT-SIG2 fields of the data unit 300 of
FIG. 3, as defined by the IEEE 802.11n Standard. The L-SIG
field is modulated according to binary phase shift keying
(BPSK), whereas the HT-SIG1 and HT-SIG2 fields are modu-
lated according to BPSK, but on the quadrature axis
(Q-BPSK). In other words, the modulation of the HT-SIG1
and HT-SIG2 fields is rotated by 90 degrees as compared to
the modulation of the L-SIG field.

FIG. 6B is a set of diagrams illustrating modulation of the
L-S1G, VHT-SIGA1, and VHT-SIGA?2 fields of the data unit
500 of FIG. 5, as defined by the IEEE 802.11ac Standard.
Unlike the HT-SIG1 field in FIG. 6 A, the VHT-SIGA1 field is
modulated according to BPSK, same as the modulation of the
L-SIG field. On the other hand, the VHT-SIGA2 field is
rotated by 90 degrees as compared to the modulation of the
L-SIG field.

FIG. 7A is a diagram of an OFDM data unit 700 that the
client station AP 14 is configured to transmit to the client
station 25-1 via orthogonal frequency domain multiplexing
(OFDM) modulation, according to an embodiment. In an
embodiment, the client station 25-1 is also configured to
transmit the data unit 700 to the AP 14. The data unit 700
conforms to the first communication protocol and occupies a
20 MHz bandwidth. Data units similar to the data unit 700
occupy other suitable bandwidth such as 40 MHz, 80 MHz,
160 MHz, 320 MHz, 640 MHz, for example, or other suitable
bandwidths, in other embodiments. The data unit 700 is suit-
able for “mixed mode” situations, i.e. when the WLAN 10
includes a client station (e.g., the legacy client station 24-4)
that conforms to alegacy communication protocol, but not the
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first communication protocol. The data unit 700 is utilized in
other situations as well, in some embodiments.

The data unit 700 includes a preamble having an L-STF
702, an L-LTF 704, an L-SIG 706, two first ultra high
throughput signal fields (UHT-SIGAs) 708 including a first
ultra high throughput signal field (UHT-SIGA1) 708-1 and a
second ultra high throughput signal field (UHT-SIGA2) 708-
2, an ultra high throughput short training field (UHT-STF)
710, M ultra high throughput long training fields (UHT-LTFs)
712, where M is an integer, and a third ultra high throughput
signal field (UHT-SIGB) 714. In an embodiment, the UHT-
SIGAs 708 comprise two OFDM symbols, where the UHT-
SIGA1 708-1 field comprises the first OFDM symbol and the
UHT-SIGA2 comprises the second OFDM symbol. In at least
some examples, the UHT-SIGAs 708 are collectively referred
to as a single very high throughput signal field (UHT-SIGA)
708. In some embodiments, the data unit 700 also includes a
data portion 716. In other embodiments, the data unit 700
omits the data portion 716.

In the embodiment of FIG. 7A, the data unit 700 includes
one of each of the L-STF 702, the L-LTF 704, the L-S1G 706,
the UHT-SIGA1s 708. In other embodiments in which an
OFDM data unit similar to the data unit 700 occupies a
cumulative bandwidth other than 20 MHz, each of the L-STF
702, the L-LTF 704, the L-SIG 706, the UHT-SIGA1s 708 is
repeated over a corresponding number of 20 MHz sub-bands
of the whole bandwidth of the data unit, in an embodiment.
For example, in an embodiment, the OFDM data unit occu-
pies an 80 MHz bandwidth and, accordingly, includes four of
each of the L-STF 702, the L-LTF 704, the L-SIG 706, the
UHT-SIGA1s 708, in an embodiment. In some embodiments,
the modulation of different 20 MHz sub-bands signals is
rotated by different angles. For example, in one embodiment,
a first subband is rotated O-degrees, a second subband is
rotated 90-degrees, a third sub-band is rotated 180-degrees,
and a fourth sub-band is rotated 270-degrees. In other
embodiments, different suitable rotations are utilized. The
different phases of the 20 MHz sub-band signals result in
reduced peak to average power ratio (PAPR) of OFDM sym-
bols in the data unit 700, in at least some embodiments. In an
embodiment, if the data unit that conforms to the first com-
munication protocol is an OFDM data unit that occupies a
cumulative bandwidth such as 20 MHz, 40 MHz, 80 MHz,
160 MHz, 320 MHz, 640 MHz, etc., the UHT-STF, the UHT-
LTFs, the UHT-SIGB and the UHT data portion occupy the
corresponding whole bandwidth of the data unit.

FIGS. 7B, 7C and 7D are diagrams illustrating modulation
ofthe L-SIG 706, UHT-SIGA1 708-1, and UHT-SIGA2 708-
2, respectively, of the data unit 700 of FIG. 7A, according to
an embodiment. In this embodiment, the L-SIG 706, UHT-
SIGA1 708-1, and UHT-SIGA2 708-2 fields have the same
modulation as the modulation of the corresponding field as
defined in the IEEE 802.11ac Standard and depicted in FIG.
6B. Accordingly, the UHT-SIGA1 field is modulated the
same as the L-SIG field. On the other hand, the UHT-SIGA2
field is rotated by 90 degrees as compared to the modulation
of the L-SIG field.

In an embodiment, because the modulations of the L-SIG
706, UHT-SIGA1 708-1, and UHT-SIGA2 708-2 fields of the
data unit 700 correspond to the modulations of the corre-
sponding fields in a data unit that conforms to the IEEE
802.11ac Standard (e.g., the data unit 500 of FIG. 5), legacy
client stations configured to operate according to the IEEE
802.11a Standard and/or the IEEE 802.11n Standard will
assume, in at least some circumstances, that the data unit 700
conforms to the IEEE 802.11ac Standard and will process the
data unit 700 accordingly. For example, a client station the
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conforms to the IEEE 802.11a Standard will recognize the
legacy IEEE 802.11a Standard portion of the preamble of the
data unit 700 and will set the data unit duration according to
a duration indicated in the L-SIG 706. For example, the
legacy client station will calculate a duration based on a rate
and a length (e.g., in number of bytes) indicated in the L-SIG
field 706, according to an embodiment. In an embodiment,
the rate and the length in the L-SIG field 706 are set such that
a client station configured to operate according to a legacy
communication protocol will calculate, based the rate and the
length, a packet duration (T) that corresponds to, or at least
approximates, the actual duration of the data unit 700. For
example, the rate is set to indicate a lowest rate defined by the
IEEE 802.11a Standard (i.e., 6 Mbps), and the length is set to
a value computed such that packet duration computed using
the lowest rate at least approximates the actual duration of the
data unit 700, in one embodiment.

In an embodiment, a legacy client station that conforms to
the IEEE 802.11a Standard, when receiving the data unit 700,
will compute a packet duration for the data unit 700, e.g.,
using a rate and a length fields of L-SIG field 706, and will
wait until the end of the computed packet duration before
performing clear channel assessment (CCA), in an embodi-
ment. Thus, in this embodiment, communication medium is
protected against access by the legacy client station at least
for the duration of the data unit 700. In an embodiment, the
legacy client station will continue decoding the data unit 700,
but will fail an error check (e.g., using a frame check sequence
(FCS)) at the end of the data unit 700.

Similarly, a legacy client station configured to operate
according to the IEEE 802.11n Standard, when receiving the
data unit 700, will compute a packet duration (T) of the data
unit 700 based on the rate and the length indicated in the
L-SIG 706 of the data unit 700, in an embodiment. The legacy
client station will detect the modulation of the first UHT
signal field (UHT-SIGA1) 708-1 (BPSK) and will assume
that the data unit 700 is a legacy data unit that conforms to the
IEEE 802.11a Standard. In an embodiment, the legacy client
station will continue decoding the data unit 700, but will fail
an error check (e.g., using a frame check sequence (FCS)) at
the end of the data unit. In any event, according to the IEEE
802.11n Standard, the legacy client station will wait until the
end of a computed packet duration (T) before performing
clear channel assessment (CCA), in an embodiment. Thus,
communication medium will be protected from access by the
legacy client station for the duration of the data unit 700, in an
embedment.

A legacy client station configured to operate according to
the IEEE 802.11ac Standard but not the first communication
protocol, when receiving the data unit 700, will compute a
packet duration (T) of the data unit 700 based on the rate and
the length indicated in the L.-SIG 706 of the data unit 700, in
an embodiment. However, the legacy client station will not be
able to detect, based on the modulation of the data unit 700,
that the data unit 700 does not conform to the IEEE 802.11ac
Standard, in an embodiment. In some embodiments, one or
more UHT signal fields (e.g., the UHT-SIGA1 and/or the
UHT-SIGA?2) of the data unit 700 is/are formatted to inten-
tionally cause the legacy client station to detect an error when
decoding the data unit 700, and to therefore stop decoding (or
“drop”) the data unit 700. For example, UHT-SIGA 708 of the
dataunit 700 is formatted to intentionally cause an error when
the SIGA field is decoded by a legacy device according to the
IEEE 802.11ac Standard, in an embodiment. Further, accord-
ing to the IEEE 802.11ac Standard, when an error is detected
in decoding the VHT-SIGA field, the client station will drop
the data unit 700 and will wait until the end of a computed
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packet duration (T), calculated, for example, based on a rate
and a length indicated in the L-SIG 706 of the data unit 700,
before performing clear channel assessment (CCA), in an
embodiment. Thus, communication medium will be pro-
tected from access by the legacy client station for the duration
of the data unit 700, in an embedment.

FIGS. 8A-8F are diagrams of example bit allocations for
various portions of the UHT-SIGA field 708, according to an
embodiment. In particular, FIGS. 8A-8C are diagrams of
example bit allocations for the UHT-SIGA1 field 708-1 (or
portions of the UHT-SIGA1 field 708-1), and FIGS. 8D-8F
are diagrams of example bit allocations for the UHT-SIGA2
field 708-2 (or portions of the UHT-SIGAL1 field 708-2),
according to an embodiment. The UHT-SIGA field 708 is
generally formatted similar to a VHT-SIGA1 field as speci-
fied in the IEEE 802.11ac Standard, but one or more subfields
of the UHT-SIGA field 708 are altered as compared to the
corresponding subfields defined in the IEEE 802.11ac Stan-
dard and/or include values unsupported by the IEEE 802.11ac
Standard to intentionally cause a legacy client station config-
ured to operate according to the IEEE 802.11ac Standard to
detect an error from the UHT-SIGA field 708, in some
embodiments.

Referring to FIG. 8A, the UHT-SIGAL1 field 708-1 includes
aplurality of subfield 802 that collectively comprise 24 infor-
mation bits, in the illustrated embodiment. The plurality of
subfields 802 includes a 2-bit bandwidth (BW) subfield 802-
1, afirst 1-bit reserved subfield 802-2, a 1-bit space time block
coding (STBC) subfield 802-3, a 6-bit Group Identification
(Group ID) subfield 802-4, a 12-bit NSTS/Partial AID sub-
field 802-5, the content of which depends on whether the data
unit 700 is a single user data unit (e.g., a data unit that used to
transmit information to a single client station) or in a mul-
tiuser data unit (e.g., a data unit that includes independent
data streams to multiple client stations), a 1-bit TXOP_
PS_NOT_ALLOWED subfield 802-6, and a second 1-bit
reserved subfield 802-7. FIGS. 8B and 8C are diagrams of the
NSTS/Partial AID subfield 802-5 for a single user and a multi
user data unit, respectively, according to an embodiment.
Referring to FIG. 8B, in an embodiment in which the data unit
700 is a single user data unit, the NSTS/Partial AID subfield
802-5 comprises a 3-bit single user number of space-time
streams subfield 802-5q and a 9-bit Partial AID subfield 802-
5b. Referring to FIG. 8C, in an embodiment in which the data
unit 700 is a multiuser data unit, the NSTS/Partial AID sub-
field 802-5 comprises four 3-bit user Nsts subfields 802-5¢
through 802-5/, where each of the user subfields 802-5¢
through 802-5f indicates a number of space time streams
corresponding to a intended recipient of the signal field 800.

Referring to now FIG. 8D, the UHT-SIGA2 field 708-2
includes a plurality of subfield 810 that collectively comprise
24 information bits, in the illustrated embodiment. The plu-
rality of subfields 810 includes a 1-bit Short GI subfield
810-1, a 1-bit Short GI NSYM Disambiguation subfield 810-
2, a 1-bit SU/MUJ0] Coding subfield 910-3, a 1-bit LDPC
Extra OFDM Symbol subfield 810-4, a 12-bit SU MCS/MU
[1-3] Coding subfield 910-5, the content of which depends on
whether the data unit 700 is a single user data unit or a
multiuser data unit, a 1-bit beamsteering/reserved subfield
810-6, a reserved subfield 810-7, an 8-bit cyclic redundancy
check (CRC) subfield 810-8, and a tail subfield 801-9. FIGS.
8E and 8F are diagrams of the SU MCS/MU[1-3] Coding
subfield 810-5 for a single user and a multi user data unit,
respectively. Referring to FIG. 8E, in an embodiment in
which the data unit 700 is a single user data unit, the SU
MCS/MUJ[1-3] Coding subfield 810-5 comprises a 4-bit
single SU MCS subfield 810-54. Referring to FIG. 8F, in an
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embodiment in which the data unit 700 is a multiuser data
unit, the SUMCS/MUJ1-3] Coding subfield 810-5 comprises
four 1-bit subfields 810-55 through 810-5¢, where each of the
subfields 810-55 through 810-54 indicates a coding utilized
for a particular intended recipient of the signal field 810, and
the subfield 810-5¢ is reserved.

In some embodiments, a signal field of a data unit that
conforms to the first communication protocol (e.g., the UHT-
SIGA field 708 of the data unit 700) is formatted similarly to
a corresponding signal field of a legacy data unit specified by
a legacy communication protocol (e.g., the VHT-SIGA as
specified in the IEEE 802.11ac Standard), but with a set of
one or more information bits generated differently than the
corresponding information bits generated according to the
legacy communication protocol. For example, the set of one
or more information bits includes information bits generated
an error detection scheme (e.g., CRC) not specified by the
legacy communication protocol, in an embodiment. As
another example, the set of one or more information bits
includes information bits set to indicate a mode not supported
by the legacy communication protocol, in an embodiment.
The differences between the signal field formatted according
to the first communication protocol and a signal field format-
ted according to the legacy communication protocol cause a
receiving device that conforms to the second communication
protocol, but not the first communication protocol, to detect
an error when decoding a signal field of a data unit that
conforms to the first communication protocol, in at least some
embodiments and/or scenarios. Further, such differences per-
mit a receiver device that conforms to the first communication
protocol whether a data unit being received conforms to the
first communication protocol or to a legacy communication
protocol, in at least some embodiments.

For example, in some embodiments, CRC to be included in
the CRC subfield 810-8 (FIG. 8C) is generated differently
than CRC specified for the VHT-SIGA field by the IEEE
802.11ac Standard. The different CRC for the UHT-SIGA
708 field will cause a CRC error when the UHT-SIGA field
708 is decoded by a client station that conforms to the IEEE
802.11ac Standard, but not the first communication protocol,
in an embodiment. Further, the different CRC will permit a
client station that conforms to the first communication pro-
tocol to determine that the data unit 700 conforms to the first
communication protocol, in an embodiment.

FIGS. 9A-9C are diagrams depicting several example CRC
generation schemes 950, 960, 970 used for generating CRC
for a UHT-SIGA field of a data unit that conforms to the first
communication protocol, according to some embodiments.
In various embodiments, the CRC generation schemes 950,
960, 970 are used to generate the CRC subfield 810-8 (FIG.
8D) or a CRC field for another suitable UHT-SIGA field of a
data unit that conforms to the first communication protocol.

Referring to FIG. 9A, according to the CRC generation
scheme 950, an 8-bit CRC for the UHT-SIGA field is gener-
ated using a polynomial that is different from the polynomial
specified for the VHT-SIGA field in the IEEE 802.11ac Stan-
dard, in an embodiment. For example, an 8-bit polynomial at
least substantially orthogonal to the polynomial specified for
the VHT-SIGA field is utilized at block 952, in one embodi-
ment. In other embodiments, other suitable polynomials dif-
ferent from the CRC polynomial specified for the VHT-SIGA
field are utilized at block 952. Referring now to FIG. 9B,
according to the CRC generation scheme 960, an 8-bit CRC
for the UHT-SIGA 708 is generated using the polynomial
specified for the VHT-SIGA field in the IEEE 802.11ac Stan-
dard (block 962), but one or more bits of the generated CRC
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are flipped (i.e., “0” changed to “1” and “1” changed to “0”),
or otherwise encrypted (block 964), in this embodiment.

Referring now to FIG. 9C, according to the CRC genera-
tion scheme 970, a CRC having less bits than the 8-bit CRC
specified for the VHT-SIGA field in the IEEE 802.11ac Stan-
dard is generated for the UHT-SIGA field, in an embodiment.
For example, a 4-bits CRC is generated for the UHT-SIGA, in
some embodiments. The 4-bit CRC is generated, for example,
using the polynomial specified for the VHT-SIGA field in the
IEEE 802.11ac Standard (block 972). Then, a 4-bit subset of
the generated CRC (block 974) is selected. For example, the
four most significant bits (MSB) or the four most significant
bits (L.SB) of the generated CRC (block 974) are selected, in
some embodiments, Further, one or more bits of the selected
4-bit CRC are flipped (i.e., “0” changed to “1” and “1”
changed to “0”), or otherwise encrypted (block 976), in this
embodiment. In other embodiments, the CRC generation
scheme 970 generates a CRC that is another suitable number
of'bits less than 8 (e.g., 7 bits, 6 bits, 5 bits, etc.). For example,
a 5-bit CRC is generated using the polynomial specified for
the VHT-SIGA field inthe IEEE 802.11ac Standard, selecting
five most significant bits (MSB) of the generated CRC, the
five least significant bits (LSB) of the generated CRC, or
another 5-bit subset of the generated CRC, and encrypting
(e.g., flipping) one or more bits of the resulting 5-bit CRC, in
some embodiments. In some embodiments in which fewer
CRC bits are utilized (e.g., fewer than 8), the remaining bit
locations of the UHT-SIGA field (e.g., the other ones of
MSBs or LSBs of the CRC subfield 810-8 of FIG. 8D) are
reserved and/or are utilized to signal additional information
relevant to the first communication protocol.

While FIGS. 9A-9C depict several example CRC genera-
tion schemes utilized for the UHT-SIGA field 708 according
to some embodiments, in general, any CRC generation
scheme different than a CRC generation scheme specified for
the VHT-SIGA field by the IEEE 802.11ac Standard can be
utilized, and other suitable CRC generation are utilized to
generate CRC for the UHT-SIGA field 708 in other embodi-
ments.

As just an example, in some embodiments, CRC having
less bits than the 8-bit CRC specified for the VHT-SIGA field
in the IEEE 802.11ac Standard is generated for the UHT-
SIGA field using a polynomial that is different from the
polynomial specified by the IEEE 802.11ac Standard. For
example, an x-bit CRC is generated using an x-bit polynomial
designed such that the generated CRC is at least substantially
uncorrelated with the corresponding bits of the VHT-SIGA
CRC generated according to the IEEE 802.11ac Standard,
where x is an integer between 1 and 7, in some embodiments.
In some such embodiments, the remaining bit locations of the
UHT-SIGA field that correspond to bit locations of the CRC
subfield of a VHT-SIGA field defined by the IEEE 802.11ac
Standard (e.g., the other ones of MSBs or LLSBs of the CRC
subfield 910-8 of FIG. 8D) are reserved or are utilized to
signal additional information relevant to the first communi-
cation protocol.

In an embodiment, differences in CRC generation for the
UHT-SIGA field according to the first communication proto-
col and for the VHT-SIGA field as defined in the IEEE
802.11ac Standard will cause a legacy client station config-
ured to operate according to the IEEE 802.11ac Standard to
detect a CRC error when decoding the data unit 700 and to
therefore drop the data unit 700. Further, differences in CRC
generation for the UHT-SIGA field according to the first
communication protocol and for the VHT-SIGA field defined
in the IEEE 802.11ac Standard will permit a client station
configured to operate according to the first communication
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protocol, when receiving a data unit, to detect whether the
data unit conforms to the first communication protocol or to
the IEEE 802.11ac Standard.

FIG. 10 is a block diagram depicting a detection scheme
1000 used by a client station (e.g., the client station 25-1)
configured to operate according the first communication pro-
tocol to determine whether a data unit conforms to the first
communication protocol or to a legacy communication pro-
tocol (e.g., the IEEE 802.11ac Standard), according to an
embodiment. The detection scheme 1000 is suitable for use in
embodiments in which the UHT-SIGA field of data units
conforming to the first communication protocol include a
CRC having the same number of bits as CRC specified for a
corresponding field by the legacy communication protocol
(e.g., 8 bits). According to the detection scheme 1100, a client
station receiving a dataunit decodes the SIGA field of the data
unit. After decoding the signal field, the client station
excludes CRC bits and BCC tail bits from the decoded SIGA
field to generate a set of bits based on which a CRC for the
SIGA field of the data unit should be generated, in an embed-
ment. Then, a first CRC for the SIGA field is generated (bock
1002) based on the set of bits and using a CRC generation
scheme specified in the first communication protocol. A sec-
ond CRC for the SIGA field is generated (bock 1004) based
on the set of bits and using a CRC generation scheme speci-
fied in the legacy communication protocol (e.g., the IEEE
802.11ac Standard). The first generated CRC and the second
generated CRC is each compared (bock 1006) to the received
CRC that was received in the SIGA field of the data unit.
When a match is detected between the received CRC and the
first generated CRC, it is determined that the data unit con-
forms to the first communication protocol, in an embodiment.
On the other hand, when a match is detected between the
received CRC and the second generated CRC, it is determined
that the data unit conforms to the legacy communication
protocol (e.g., the IEEE 802.11ac Standard), in an embodi-
ment.

FIG. 11 is a block diagram depicting a detection scheme
1100 used by a client station (e.g., the client station 25-1)
configured to operate according the first communication pro-
tocol to detect to whether a data unit conforms to the first
communication protocol or to a legacy communication pro-
tocol, according to another embodiment. The detection
scheme 1100 is suitable for use in embodiments in which the
UHT-SIGA field of data units conforming to the first com-
munication protocol include fewer bits (e.g., 4 bits) than the
number of CRC bits specified for a corresponding field by the
legacy communication protocol, according to an embodi-
ment. According to the detection scheme 1100, the client
station, when receiving a data unit, decodes the SIGA field of
the data unit. The client station then excludes CRC bits and
BCC tail bits from the decoded SIGA field to generate a set of
bits based on which CRC for the SIGA field should be gen-
erated. Then, a first CRC for the received SIGA field is gen-
erated (bock 1102) based on the set of bits and using the CRC
generation scheme specified in the first communication pro-
tocol. In the embodiment of FIG. 11, CRC according to the
field communication protocol is generated using a CRC poly-
nomial specified for the corresponding field by the legacy
communication protocol, selecting a subset of bits of the
generated CRC (e.g., four LSBs, four MSBs, another suitable
subset of CRC bits, etc.) to be utilized for the first CRC, and
encrypting one or more bits in the selected subset to generate
the first CRC. A second CRC for the SIGA field is generated
(bock 1104) based on the set of bits and according to the CRC
generation scheme specified in the IEEE 802.11ac Standard
and using four LSB or four MSB of the generated CRC as the
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second CRC. The first generated CRC and the second gener-
ated CRC are compared (bock 1106) to the corresponding bits
of the CRC that was received in the SIGA field of the data
unit. When a match is detected between the received CRC and
the first generated CRC, it is determined that the data unit
conforms to the first communication protocol, in an embodi-
ment. On the other hand, when a match is detected between
the received CRC and the second generated CRC, it is deter-
mined that the data unit conforms to the legacy communica-
tion protocol (e.g., the IEEE 802.11ac Standard), in an
embodiment.

In some embodiments, in addition to or instead of using
CRC to intentionally cause a legacy station to detect an error
from the UHT-SIGA field 708, one or more subfields of the
UHT-SIGA field 708 are set to indicate a mode that is not
supported by legacy client stations configured to operate
according to the legacy communication protocol to intention-
ally cause a legacy station to detect an error from the UHT-
SIGA field 708. For example, the UHT-SIGA field 708
includes an indication of a modulation and coding scheme not
supported by alegacy client station operating according to the
IEEE 802.11ac Standard to intentionally cause the legacy
client station to detect an error when decoding the UHT-SIGA
field 708, and an embodiment. As another example, in some
embodiments, the UHT-SIGA field 708 includes subfield
combination that is not supported or “unallowable” according
to the IEEE 802.11ac Standard. For example, for a single user
data unit, the Group 1D subfield of the UHT-SIGA field 708 is
set to a value of 0 or 63 and the SU MCS field 902-55 is set to
indicate an MCS greater than 9, in an embodiment. As another
example, in another embodiment, the STBC subfield 902-3
and the SU NSTS subfield 902-5a are both set to a logic one
(1). As yet another example, in yet another embodiment, for a
multi-user data unit, the STBC subfield 902-3 and each of
Nists subfields 902-5¢ through 902-5f7is set to a logic one (1).
In other embodiments, other SIGA subfield combinations
unallowable in the IEEE 802.11ac Standard are utilized in the
UHT-SIGA field 708 to intentionally cause an error when the
UHT-SIG field 708 is decoded by a legacy client station.
Further, such unallowable combinations included in the
UHT-SIGA field 708 of the data unit 700 indicate to a client
station that conforms to the first communication protocol that
the data unit 700 conforms to the first communication proto-
col, in some embodiments.

In some embodiments, one or more additional indications
is/areincluded in the UHT-SIGA field 708 of the data unit 700
to indicate to a client station configured to operate according
to the first communication protocol that the data unit 700
conforms to the first communication protocol. For example, a
subfield that corresponds to a reserved subfield in a VHT-
SIGA field generated according to the IEEE 802.11ac Stan-
dard is set to a logic zero (0) in the UHT-SIGA field 708 to
indicate to a client station configured to operate according to
the first communication protocol that the data unit 700 con-
forms to the first communication protocol. In this embodi-
ment, a client station operating according to the first commu-
nication protocol, when receiving a data unit, determines that
the data unit conforms to the first communication protocol if
the reserved bit in the UHT-SIGA field is set of logic zero (0)
and determines that the data unit conforms to the IEEE
802.11ac Standard if the reserved bit is set to a logic one (1),
in an embodiment.

In some embodiments, at least some portions (e.g., sub-
fields) of a UHT-SIGA field (e.g., the UHT-SIGA field 708)
that are not used to intentionally cause an error at a legacy
device are not formatted the same as the corresponding por-
tions (e.g., subfields) of a VHT-SIGA field specified by the
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IEEE 802.11ac Standard. For example, such portions are
altered to include additional information relevant to the first
communication protocol, in some embodiments. For
example, whereas the VHT-SIGA field specified by the IEEE
802.11ac Standard includes two bits to indicate the BW of a
data unit, some data units that conform, to the first commu-
nication protocol occupy wider bandwidth than the widest
bandwidth specified by the IEEE 802.11ac Standard. Thus, in
some embodiments, one or more extra bits are needed to
signal the bandwidth for data units that conform to the first
communication protocol. For example, in one embodiment,
the UHT-SIGA field includes a 3-bit bandwidth indication.
Additionally or alternatively, in some embodiments, extra
signal field bits are utilized for the UHT-SIGA field to signal
new physical layer (PHY) features that are not present in the
IEEE 802.11ac Standard.

In some such embodiments, VHT-SIGA subfields that are
reserved according to the IEEE 802.11ac Standard are uti-
lized in the UHT-SIGA field to signal the wider bandwidth
and/or additional PHY features according to the first commu-
nication protocol. Additionally or alternatively, in some
embodiments in which UHT-SIGA utilizes a shorter than the
eight bit CRC defined for VHT-SIGA in the IEEE 802.11ac
Standard, bits corresponding to the remaining CRC bits ofthe
VHT-SIGA field are utilized in the UHT-SIGA field to signal
the wider bandwidth and/or additional PHY features accord-
ing to the first communication protocol.

In some embodiments in which the UHT-SIGA field 708
includes an explicit indication to signal that the data unit 700
conforms to the first communication protocol, schemes
designed to intentionally cause an error at a legacy client
station are not employed for the UHT-SIGA field 708. For
example, in an embodiment, CRC for the UHT-SIGA field
708 is generated using the VHT-SIGA CRC polynomial
specified in the IEEE 802.11ac Standard and with the same
number of bits as specified in the IEEE 802.11ac Standard.
Further, in this embodiment, a subfield that corresponds to a
reserved subfield in a VHT-SIGA field generated according to
the IEEE 802.11ac Standard is set to a logic zero (0) in the
UHT-SIGA field 708 to indicate to a client station configured
to operate according to the first communication protocol that
the data unit 700 conforms to the first communication proto-
col. In this case, a client station configured to operate accord-
ing to the first communication protocol will determine that
the data unit 700 conforms to the first communication proto-
col based on the indication included in the UHT-SIGA field
708. However, a legacy client station client station receiving
the data unit 700, in this case, will not necessary detect an
error from the UHT-SIGA field 708 and will not necessarily
drop the data unit 700. In some situations, in such embodi-
ments, the legacy client station will drop the data unit 700
even without detecting an intentionally caused error from the
UHT-SIGA field 708. For example, the legacy client station
will determine that the partial address identification (PAID)
and/or the group ID (GID) included in the UHT-SIGA field
708 do not match the corresponding parameters of the client
station, and will drop (stop decoding) the data unit 700 based
on this determination. In other embodiments, however, the
legacy client station will not drop the data unit 700 even when
the client station determines that the partial address identifi-
cation (PAID) and/or the group ID (GID) included in the
UHT-SIGA field 708 do not match the corresponding param-
eters of the client station. In this case, the client station will
continue decoding the data unit 700 for the duration of the
data unit 700, and will discard the data unit 700 based on a
failed FCS check at the end of the data unit 700, in at least
some situations.
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In another embodiment, CRC for the UHT-SIGA field 708
is generated using the VHT-SIGA CRC polynomial specified
in the IEEE 802.11ac Standard, but with fewer bits than
specified in the IEEE 802.11ac Standard. For example, a CRC
is generated using the VHT-SIGA CRC polynomial and x
number of the generated CRC is/are used as the CRC for the
UHT-SIGA field 708. For example, four (or another suitable
number, such as e.g., 5 or 6) MSB or LSB of the CRC
generated using the VHT-SIGA CRC polynomial are utilized,
in some embodiments. In some such embodiments, the
remaining bit locations of the CRC subfield are reserved or
are utilized to signal additional information relevant to the
first communication protocol. In such embodiments,
although CRC is not intentionally designed to cause an error
from the UHT-SIGA field at a legacy client device, itis highly
likely that such an error will be detected, in which case the
client station will drop the data unit 700. Further, in such
embodiments, a client station configured to operate according
to the first communication protocol will perform a CRC
check for the UHT-SIGA field 708 by generating CRC based
on received bits of the UHT-SIGA field 708 using the CRC
polynomial specified for the VHT-SIGA field in the IEEE
802.11ac Standard and comparing 4 (or another suitable num-
ber, such ase.g., 5 or 6) MSB or LSB of'the generated CRC to
the received CRC in the UHT-SIGA field. Upon passing the
CRC check, the client station will decode the received UHT-
SIGA field and will determine that the data unit 700 conforms
to the first communication protocol based on the indication
included in the UHT-SIGA field.

FIG. 12 is a diagram of an OFDM data unit 1200 that the
client station AP 14 is configured to transmit to the client
station 25-1 via orthogonal frequency domain multiplexing
(OFDM) modulation, according to an embodiment. In an
embodiment, the client station 25-1 is also configured to
transmit the data unit 1200 to the AP 14. The data unit 1200
conforms to the first communication protocol and occupies a
20 MHz bandwidth. Data units similar to the data unit 1200
occupy other suitable bandwidth such as 40 MHz, 80 MHz,
160 MHz, 320 MHz, 640 MHz, for example, or other suitable
bandwidths, in other embodiments. The data unit 1200 is
suitable for “mixed mode” situations, i.e. when the WLAN 10
includes a client station (e.g., the legacy client station 24-4)
that conforms to alegacy communication protocol, but not the
first communication protocol. The data unit 1200 is utilized in
other situations as well, in some embodiments.

The data unit 1200 is similar to the data unit 700 of FIG.
7A, except that the data unit 1200 includes two UHT-SIGB
fields 1204 as compared to a single UHT-SIG field 714
included in the data unit 700. Further, UHT-SIGA fields 1202
are different from the UHT-SIGA fields 708 of the data unit
700, in some embodiments. For example, one or more infor-
mation bits of the UHT-SIGA fields 708 are moved from the
UHT-SIGA fields 1202 to the UHT-SIGB fields 1204, on an
embodiment. For example, one or more information bits that
are not required for determining appropriate processing of the
UHT-LTFs 712 are moved to the UHT-SIGB fields 1204, in
some embodiments. Various UHT-SIGA generation schemes
used to intentionally cause a legacy client station to detect an
error from the UHT-SIGA and/or to indicate to a client station
configured to operate according to the first communication
protocol that the data unit 700 conforms to the first commu-
nication protocol are applied to the UHT-SIGA fields 1202, in
at least some embodiments.

FIG. 13A is a diagram of an OFDM data unit 1300 that the
client station AP 14 is configured to transmit to the client
station 25-1 via orthogonal frequency domain multiplexing
(OFDM) modulation, according to an embodiment. In an
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embodiment, the client station 25-1 is also configured to
transmit the data unit 1300 to the AP 14. The data unit 1300
conforms to the first communication protocol and occupies a
20 MHz bandwidth. Data units similar to the data unit 1300
occupy other suitable bandwidth such as 40 MHz, 80 MHz,
160 MHz, 320 MHz, 640 MHz, or other suitable bandwidths,
in other embodiments. The data unit 1300 is suitable for
“mixed mode” situations, i.e. when the WLAN 10 includes a
client station (e.g., the legacy client station 24-4) that con-
forms to a legacy communication protocol, but not the first
communication protocol. The data unit 1300 is utilized in
other situations as well, in some embodiments.

The data unit 1300 is similar to the data unit 700 of FIG.
7A, except that the data unit 1200 includes three UHT-SIGA
fields 1302 as compared to two UHT-SIGA field 708 included
in the data unit 700. In some embodiments, data unit similar
to the data unit 1300 include other suitable numbers (e.g., 4,
5, 6, etc.) of the UHT-SIGA fields 1302. Each UHT-SIGA
field 1302 comprises one OFDM symbol of the data unit
1300, in an embodiment. Additional UHT-SIGA fields 1320
as compared to the two UHT-SIGA fields 708 of the data unit
700 are utilized to carry additional information relevant to the
first communication protocol, for example to signal wider
bandwidths defined in the first communication protocol, or to
signal additional PHY features included in the first commu-
nication protocol. In some embodiments, UHT-SIGB field
1308 is omitted from the data unit 1300, and at least some of
the Information included in the UHT-SIGB field 1308 (e.g.,
MU information) is moved to the UHT-SIGA fields 1302, in
some such embodiments.

FIG. 13B is a set of diagrams illustrating modulation of the
L-SIG 706, UHT-SIGA1 1302-1, and UHT-SIGA2 1302-2,
and UHT-SIGA2 1302-2 of the data unit 1300 of FIG. 13A,
according to an embodiment. In this embodiment, the L-SIG
706, the UHT-SIGA1 1302-1, and the UHT-SIGA2 1302-2
fields are modulated according to BPSK modulation, signal-
ing to legacy client stations configured to operate to the IEEE
802.11a Standard and/or the IEEE 802.11n Standard that the
data unit 1300 conforms to the IEEE 802.11a Standard.
Accordingly, legacy client stations configured to operate to
the IEEE 802.11a Standard, the IEEE 802.11n Standard and/
or the IEEE 802.11ac will process the data unit 1300 in the
same manner that such devices would treat an IEEE 802.11a
packet, in at least some embodiments and/or scenarios. For
example, a legacy client station will compute, based on the
L-SIG field 706, a packet duration for the data unit 1300, and
will wait until the end of the computed packet duration before
performing clear channel assessment (CCA), in an embodi-
ment. Further, a client station configured to operate according
to the first communication protocol will detect the modula-
tion of the UHT-SIGA3 field 1302-3 (e.g., Q-BPSK) and,
based on the detected modulation, will determined that the
data unit 1300 conforms to the first communication protocol,
in an embodiment.

FIG. 14A is a diagram of an OFDM data unit 1400 that the
client station AP 14 is configured to transmit to the client
station 25-1 via orthogonal frequency domain multiplexing
(OFDM) modulation, according to an embodiment. In an
embodiment, the client station 25-1 is also configured to
transmit the data unit 1400 to the AP 14. The data unit 1400
conforms to the first communication protocol and occupies a
20 MHz bandwidth. Data units similar to the data unit 1400
occupy other suitable bandwidth such as 40 MHz, 80 MHz,
160 MHz, 320 MHz, 640 MHz, or other suitable bandwidths,
in other embodiments. The data unit 1400 is suitable for
situations in which the WL AN 10 does not include any client
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stations configured to operate to the IEEE 802.11a Standard
but not the IEEE 802.11n Standard, in some embodiments.

The data unit 1400 includes a preamble having an ultra
high throughput short training field (UHT-STF) 1402, a first
ultra high throughput long training field (UHT-LTF) 1404,
two legacy high throughput signal fields (HT-SIGs) 1406
including a first high throughput signal field (HT-SIG1)
1406-1 and a second high throughput signal field (HT-SIG2)
1406-2, two ultra high throughput signal fields (UHT-SIGs)
1408 including a first ultra high throughput signal field (UHT-
SIG1) 1408-1 and a second ultra high throughput signal field
(UHT-SIG2) 1408-2, M ultra high throughput long training
fields (UHT-LTFs) 1410, where M is an integer, and a third
ultra high throughput signal field (UHT-SIGB) 714. In an
embodiment, the UHT-SIGAs 1408 comprise two OFDM
symbols, where the UHT-SIGA1 1408-1 field comprises the
first OFDM symbol and the UHT-SIGA2 1408-2 comprises
the second OFDM symbol. In at least some examples, the
UHT-SIGAs 1408 are collectively referred to as a single very
high throughput signal field (UHT-SIGA) 1408. In some
embodiments, the data unit 1400 also includes a data portion
1414. In other embodiments, the data unit 1400 omits the data
portion 1414.

In the embodiment of FIG. 1400A, the data unit 1400
includes one of each of the UHT-STF 1402, the UHT-LTF1
1403, the HT-SIG 1406 and the UHT-SIGA 1408. In other
embodiments in which an OFDM data unit similar to the data
unit 1400 occupies a cumulative bandwidth other than 20
MHz, each of the UHT-STF 1402, the UHT-LTF1 1403, the
HT-SIG 1406 and the UHT-SIGA 1408 is repeated over a
corresponding number of 20 MHz sub-bands of the whole
bandwidth of the data unit, in an embodiment. For example, in
an embodiment, the OFDM data unit occupies an 80 MHz
bandwidth and, accordingly, includes four of each of the
UHT-STF 1402, the UHT-LTF1 1403, the HT-SIG 1406 and
the UHT-SIGA 1408. In some embodiments, the modulation
of different 20 MHz sub-bands signals is rotated by different
angles. For example, in one embodiment, a first subband is
rotated 0-degrees, a second subband is rotated 90-degrees, a
third sub-band is rotated 180-degrees, and a fourth sub-band
is rotated 270-degrees. In other embodiments, different suit-
able rotations are utilized. The different phases of the 20 MHz
sub-band signals result in reduced peak to average power ratio
(PAPR) of OFDM symbols in the data unit 700, in at least
some embodiments.

Further, if the data unit conforming to the first communi-
cation protocol is an OFDM data unit that occupies a cumu-
lative bandwidth such as 20 MHz, 40 MHz, 80 MHz, 160
MHz, 320 MHz, 640 MHz, etc., UHT-LTFs 1410, the UHT-
SIGB 1412 and the UHT data portion 1414 occupy the cor-
responding whole bandwidth of the data unit, according to an
embodiment. Further, in an embodiment, each of the UHT-
STF 1402, the UHT-LTF1 1403, the HT-SIG 1406 and the
UHT-SIGA 1408 are single stream fields mapped to multiple
spatial streams of the data unit 1400 using a column (e.g., the
first column) or a row (e.g., the first row) of a spatial stream
mapping matrix (“P matrix™) used for mapping multi-stream
portion of the data unit 1400 e.g., the UHT-L'TFs 1410, the
UHT-SIGB 1412 and the UHT data portion 1414) to multiple
spatial streams.

In some embodiments, data units similar to the data unit
1300 include other suitable numbers (e.g., 4, 5, 6, etc.) of the
UHT-SIGA fields 1408. Each UHT-SIGA field 1408 com-
prises one OFDM symbol, in an embodiment. Additional
UHT-SIGA fields 1408 are utilized to carry additional infor-
mation relevant to the first communication protocol, for
example to signal wider bandwidths defined in the first com-
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munication protocol, or to signal additional PHY features
included in the first communication protocol, in some
embodiments. Further, the UHT-SIGB field 1412 is omitted
from the data unit 1400, and at least some of the information
included in the UHT-SIGB field 1412 (e.g., MU information)
is moved to the UHT-SIGA fields 1406, in some such embodi-
ments.

FIG. 14B is a set of diagrams illustrating modulation of
HT-SIG1 1406-1, UHT-SIGA2 1406-2, and UHT-SIGA1
1408-1 and UHT-SIGA2 1408-2 of the data unit 1400 of FIG.
14A, according to an embodiment. In the illustrated embodi-
ment, HT-SIG1 1406-1, UHT-SIGA2 1406-2, and UHT-
SIGA1 1408-1 are modulated using Q-BPSK modulation. In
an embodiment, legacy client stations configured to operate
to the IEEE 802.11n Standard and/or the IEEE 802.11ac
Standard detect Q-BPSK modulation of the HT-SIG1 1406-1,
UHT-SIGA2 1406-2, and UHT-SIGA1 1408-1 and, based on
the detected modulation, will process the dataunit 1400 as the
legacy client station would process an IEEE 802.11n green-
field packet. In such embodiments, the legacy client station
will calculate a duration based on a rate and a length (e.g., in
number of bytes) indicated in the HT-SIG field 1406 of the
data unit 1400. In an embodiment, the rate and the length in
the HT-SIG field 1406 are set such that a client station con-
figured to operate according to a legacy communication pro-
tocol will calculate, based the rate and the length, a packet
duration (T) that corresponds to, or at least approximates, the
actual duration of the data unit 1400. For example, the rate is
set to indicate a lowest rate defined by the IEEE 802.11n
Standard (i.e., 6 Mbps), and the length is set to a value com-
puted such that packet duration computed using the lowest
rate at least approximates the actual duration of the data unit
1400. A legacy client station, when receiving the data unit
1400, will compute a packet duration for the data unit 1400,
and will wait until the end of the computed packet duration
before performing clear channel assessment (CCA), in an
embodiment. Further, a client station configured to operate
according to the first communication protocol will detect the
modulation of the UHT-SIGA2 field 1408-2 (e.g., Q-BPSK)
of the data unit 1400 and will determine that the data unit
1400 conforms to the first communication protocol, accord-
ing to an embodiment.

FIG. 15 is a flow diagram of an example method 1500 for
generating a data unit, according to an embodiment. With
reference to FIG. 1, the method 1500 is implemented by the
network interface 16, in an embodiment. For example, in one
such embodiment, the PHY processing unit 20 is configured
to implement the method 1500. According to another embodi-
ment, the MAC processing 18 is also configured to implement
atleast a part of the method 1500. With continued reference to
FIG. 1, in yet another embodiment, the method 1500 is imple-
mented by the network interface 27 (e.g., the PHY processing
unit 29 and/or the MAC processing unit 28). In other embodi-
ments, the method 1500 is implemented by other suitable
network interfaces.

At block 1502, a first field of a preamble of a data unit
conforming to a first communication protocol is generated.
Referring to FIG. 7, in one embodiment, the L-SIG field 706
of the data unit 700 is generated. In another embodiment,
another suitable first field is generated. The first field includes
a first set of one or more information bits that indicate a
duration of the data unit. The first field is formatted such that
the first field decodable by a receiver device that conforms to
a second communication protocol, but does not conform to
the first communication protocol, to determine the duration of
the data unit based on the first field. The first set of informa-
tion bits corresponds, for example, to a rate subfield and a
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length subfield of the preamble of the data unit, wherein the
rate subfield and the length subfield are generated to allow the
receiver device that conforms to the second communication
protocol to compute at least an approximate duration of the
data unit, in an embodiment. In another embodiment, the first
set of information bits indicate other suitable information to
allow a receiver device that conforms to the second commu-
nication protocol to determine a duration of the data unit.

In an embodiment, the first communication protocol is the
UHT communication protocol and the second communica-
tion protocol is a legacy communication protocol such as the
IEEE 802.11ac Standard. In other embodiments, the first
communication protocol and/or the second communication
protocol is another suitable communication protocol, includ-
ing communication protocol not yet defined. For example, the
second communication protocol is the UHT communication
protocol, and the first communication protocol is a commu-
nication protocol defining even higher throughputs, in some
embodiments.

Atblock 1504, a second field of the preamble is generated.
Referring to FIG. 7, in one embodiment, the UHT-SIGA field
708 of'the data unit 700 is generated. In another embodiment,
another suitable second field is generated. The second field
includes a second set of one or more information bits that
indicate to a receiver device that conforms to the first com-
munication protocol that the data unit conforms to the first
communication protocol. The second set of one or more infor-
mation is generated according to an error detection scheme,
such as a cyclic redundancy check (CRC) scheme, not speci-
fied by the second communication protocol, in an embodi-
ment. For example, the second set of information bits is
generated according to the CRC generation scheme 950 of
FIG. 9A, the CRC generation scheme 960 of FIG. 9B or the
CRC generation scheme 970 of FIG. 9C, in some example
embodiments. In other embodiments, the second set of one or
more information bits is generated according to other suitable
error detection schemes not specified by the second commu-
tation protocol. Additionally or alternatively, the second set of
one or more information bits is generated to indicate a mode
no supported by the second communication protocol, such as
a GID and MCS combination, or another suitable mode, not
supported by the second communication protocol.

At block 1506, the first field generated at block 1502 is
modulation according to a modulation scheme specified for a
field corresponding to the first field by the second communi-
cation protocol. For example, the first field is modulating
using BPSK modulation, in an embodiment. In another
embodiment, the first field is modulated using another suit-
able modulation scheme, such as Q-BPSK modulation or
another suitable modulation specified for a field correspond-
ing to the first field by the second communication protocol.

Atblock 1508, the second field generated at block 1502 is
modulation according to a modulation scheme specified for a
field corresponding to the second field by the second commu-
nication protocol. For example, the second field comprises
two OFDM symbols, wherein the first OFDM symbol is
modulated using Q-BPSK modulation at block 1508 and the
second OFDM symbol is modulation using BPSK modula-
tion as specified by the second communication protocol, in
one embodiment. In other embodiments, the second field is
modulated at block 1508 using other suitable modulation
schemes specified for a field corresponding to the second field
by the second communication protocol.

Atblock 1510, the preamble of the data unit is generated to
include at least the first field and the second field. At block
1512, the data unit is generated to include at least the pre-
amble generated at block 1510. In some embodiments, the
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data unit is generated to further include a data portion. When
the data unit is generated to include a data portion, the data
portion is generated such that the data portion conforms to the
first communication protocol, but does not conform to the
second communication protocol, in some embodiments.

FIG. 16 is a flow diagram of an example method 1600,
according to an embodiment. With reference to FIG. 1, the
method 1600 is implemented by the network interface 16, in
an embodiment. For example, in one such embodiment, the
PHY processing unit 20 is configured to implement the
method 1600. According to another embodiment, the MAC
processing 18 is also configured to implement at least a part of
the method 1600. With continued reference to FIG. 1, in yet
another embodiment, the method 1600 is implemented by the
network interface 27 (e.g., the PHY processing unit 29 and/or
the MAC processing unit 28). In other embodiments, the
method 1600 is implemented by other suitable network inter-
faces.

At block 1602, a data unit that conforms to a first commu-
nication protocol or to a second communication protocol is
received. In an embodiment, the data unit is received by a
receiver device via a communication channel. In an embodi-
ment, the data unit 700 of FIG. 7 is received. In another
embodiment, the data unit 500 of FIG. 5 is received. In
another embodiment, another suitable data unit is received. In
an embodiment, the first communication protocol is the UHT
communication protocol and the second communication pro-
tocol is a legacy communication protocol such as the IEEE
802.11ac Standard. In other embodiments, the first commu-
nication protocol and/or the second communication protocol
is another suitable communication protocol, including com-
munication protocol not yet defined. For example, the second
communication protocol is the UHT communication proto-
col, and the first communication protocol is a communication
protocol defining even higher throughputs, in some embodi-
ments.

At block 1604, a field of a preamble of the data unit
received at block 1602 is decoded. Referring to FIG. 7, in an
embodiment, the UHT-SIGA field 708 of the data unit 700 is
decoded. Referring to FIG. 5, the VHT-SIGA field 508 is
decoded, in another embodiment. In another embodiment,
another suitable field of a preamble of the data unit received
at block 1602 is decoded. In an embodiment, decoding the
field at block 1604 included decoding a received CRC
included in the field decoded at block 1604.

At block 1606, a first CRC is generated based on the field
decoded at block 1604. The first CRC is generated using a first
CRC generation scheme, the first CRC generation scheme
specified for the field by the first communication protocol.
For example, the first CRC is generated according to the CRC
generation scheme 950 of FIG. 9A, the CRC generation
scheme 960 of FIG. 9B or the CRC generation scheme 970 of
FIG. 9C, in some example embodiments. In other embodi-
ments, the first CRC is generated according to other suitable
CRC generation schemes specified for the field by the first
communication protocol.

At block 1608, a second CRC is generated based on the
field decoded at block 1604. The second CRC is generated
using a second CRC generation scheme, the second CRC
generation scheme specified for the field by the second com-
munication protocol. For example, the second CRC is gener-
ated according to the CRC generation scheme specified for
the VHT-SIGA field in the IEEE 802.11ac Standard, in one
embodiment. In other embodiments, the second CRC is gen-
erated according to other suitable schemes specified for the
field by the second communication protocol.
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At block 1610, the first CRC generated at block 1606 and
the second CRC generated at block 1608 are compared to the
received CRC decoded at block 1604. At block 1612, it is
determined whether the first generated CRC or the second
generated CRC matches the received CRC. When it is deter-
mined at block 1612 that the first generated CRC matches the
received CRC, the method continues at block 1614, where it
is determined that the data unit received at block 1602 con-
forms to the first communication protocol. On the other hand,
when it is determined at block 1612 that the second generated
CRC matches the received CRC, the method continues at
block 1616, where it is determined that the data unit received
at block 1602 conforms to the second communication proto-
col.

FIG. 17 is a flow diagram of an example method 1700 for
generating a data unit that conforms to a first communication
protocol, according to an embodiment. With reference to FIG.
1, the method 1700 is implemented by the network interface
16, in an embodiment. For example, in one such embodiment,
the PHY processing unit 20 is configured to implement the
method 1700. According to another embodiment, the MAC
processing 18 is also configured to implement at least a part of
the method 1700. With continued reference to FIG. 1, in yet
another embodiment, the method 1700 is implemented by the
network interface 27 (e.g., the PHY processing unit 29 and/or
the MAC processing unit 28). In other embodiments, the
method 1700 is implemented by other suitable network inter-
faces.

Atblock 1702, a preamble of the data unit is generated. In
an embodiment, the preamble of the data unit 1300 in FIG. 13
is generated. In another embodiment, another suitable pre-
amble is generated. The preamble includes a first field having
a plurality of OFDM symbols. In an embodiment, the first
field is the signal field 1302 in FIG. 13. In another embodi-
ment, the first field is another suitable first field. The first field
includes at least a first OFDM symbol, a second OFDM
symbol, and a third OFDM symbol.

The first OFDM symbol is formatted such that the first
OFDM symbol is decodable by a receiver device that con-
forms to a second communication protocol, but does not
conform to the first communication protocol, to determine
that the data unit conforms to a third communication protocol.
The first OFDM symbol is formatted, for example, as the
UHT-SIGA1 1302-1 of FIG. 13, in an embodiment. In this
embodiment, the first OFDM symbol is modulated according
to BPSK modulation. In an embodiment, BPSK modulation
of the first OFDM symbol causes a device that conforms to
the second communication protocol (e.g., a legacy client sta-
tion that conforms to the IEEE 802.11n Standard), to deter-
mine that the data unit conforms a third communication pro-
tocol (e.g., the IEEE 802.11a Standard).

The second OFDM symbol is formatted such that the sec-
ond OFDM symbol and the first OFDM symbol are decod-
able by a receiver device that conforms to a fourth commu-
nication protocol, but does not conform to the first
communication protocol, to determine that the data unit con-
forms to the third communication protocol. The second
OFDM symbol s formatted, for example, as the UHT-SIGA2
1302-2 of FIG. 13, in an embodiment. In this embodiment, the
second OFDM symbol is modulated according to BPSK
modulation. In an embodiment, BPSK modulation of the first
OFDM symbol, in combination with BPSK modulation of the
first OFDM symbol, causes a device that conforms to the
fourth communication protocol (e.g., a legacy client station
that conforms to the IEEE 802.11ac Standard), to determine
that the data unit conforms the third communication protocol
(e.g., the IEEE 802.11a Standard).
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The third OFDM symbol is formatted such a receiver
device that conforms to the first communication protocol can
determine that the data unit conforms to the first communi-
cation protocol. The third OFDM symbol is formatted, for
example, as the UHT-SIGA3 1302-3 of FIG. 13, in an
embodiment. In this embodiment, the third OFDM symbol is
modulated according to Q-BPSK modulation. In an embodi-
ment, Q-BPSK modulation of the third OFDM symbol causes
a device that conforms to the first communication protocol
(e.g., the UHT communication protocol), to determine that
the data unit conforms the first communication protocol.

At block 1704, the data unit is generated to include at least
the preamble. In an embodiment, the data unit 1300 of FIG.
13 is generated. In an embodiment, the data unit 1300 is
generated, wherein the data unit 1300 omits the data portion
716. In another embodiment, the data unit 1300 is generated,
wherein the data unit 1300 includes the data portion 716. In
other embodiments, other suitable data units are generated.
When the data unit is generated to include a data portion, the
data portion is generated such that the data portion conforms
to the first communication protocol, and does not conform to
either of the second communication protocol, the third com-
munication protocol, and the fourth communication protocol,
in some embodiments.

At least some of the various blocks, operations, and tech-
niques described above may be implemented utilizing hard-
ware, a processor executing firmware instructions, a proces-
sor executing software instructions, or any combination
thereof. When implemented utilizing a processor executing
software or firmware instructions, the software or firmware
instructions may be stored in any computer readable memory
such as on a magnetic disk, an optical disk, or other storage
medium, in a RAM or ROM or flash memory, processor, hard
disk drive, optical disk drive, tape drive, etc. Likewise, the
software or firmware instructions may be delivered to a user
or a system via any known or desired delivery method includ-
ing, for example, on a computer readable disk or other trans-
portable computer storage mechanism or via communication
media. Communication media typically embodies computer
readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave or
other transport mechanism. The term “modulated data signal”
means a signal that has one or more of'its characteristics set or
changed in such a manner as to encode information in the
signal. By way of example, and not limitation, communica-
tion media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic,
radio frequency, infrared and other wireless media. Thus, the
software or firmware instructions may be delivered to a user
or a system via a communication channel such as a telephone
line, a DSL line, a cable television line, a fiber optics line, a
wireless communication channel, the Internet, etc. (which are
viewed as being the same as or interchangeable with provid-
ing such software via a transportable storage medium). The
software or firmware instructions may include machine read-
able instructions that, when executed by the processor, cause
the processor to perform various acts.

When implemented in hardware, the hardware may com-
prise one or more of discrete components, an integrated cir-
cuit, an application-specific integrated circuit (ASIC), etc.

While the present invention has been described with refer-
ence to specific examples, which are intended to be illustra-
tive only and not to be limiting of the invention, changes,
additions and/or deletions may be made to the disclosed
embodiments without departing from the scope of the inven-
tion.
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What is claimed is:
1. A method, comprising:
receiving a data unit, wherein the data unit conforms to a
first communication protocol or to a second communi-
cation protocol;
decoding a field of a preamble of the data unit, including
decoding a received cyclic redundancy check (CRC)
included in the field;
generating, based on the field, a first CRC using a first CRC
generation scheme, the first CRC generation scheme
specified for the first field by the first communication
protocol;
generating, based on the field, a second CRC using a sec-
ond CRC generation scheme, the second CRC genera-
tion scheme specified for the field by the second com-
munication protocol;
comparing (i) the first generated CRC and (ii) the second
generated CRC to the received CRC;
determining that the data unit conforms to the first com-
munication protocol when the first generated CRC
matches the received CRC; and
determining that the data unit conforms to the second com-
munication protocol when the second generated CRC
matches the received CRC.
2. A method according to claim 1, wherein:
generating the first CRC comprises generating the first
CRC according to a first CRC polynomial, the first CRC
polynomial specified for the field by the first communi-
cation protocol, and
generating the second CRC comprises generating the sec-
ond CRC according to a second CRC polynomial, the
second CRC polynomial specified for the field by the
second communication protocol, wherein the second
CRC polynomial is different than the first CRC polyno-
mial.
3. A method according to claim 1, wherein:
generating the first CRC comprises generating the first
CRC according to a first CRC polynomial, the first CRC
polynomial specified for the field by the first communi-
cation protocol, and
generating the second CRC comprises:
generating a plurality of CRC bits according to the first
CRC polynomial, and
encrypting one or more bits of the plurality of CRC bits
to generate the second CRC.
4. A method according to claim 1, wherein:
generating the first CRC comprises generating the first
CRC according to a first CRC polynomial, the first CRC
polynomial specified for the field by the first communi-
cation protocol, and
generating the second CRC comprises:
generating a plurality of CRC bits according to the first
CRC polynomial,
selecting a subset of the plurality of CRC bits, the subset
to be utilized for the CRC for the second CRC; and
encrypting one or more bits in the selected subset of the
plurality of CRC bits to generate the second CRC.
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5. An apparatus, comprising:
a network interface configured to:
receive a data unit, wherein the data unit conforms to a
first communication protocol or a second communi-
cation protocol;
decode a field of a preamble of the data unit, including
decoding a received cyclic redundancy check (CRC)
included in the field;
generate, based on the field, a first CRC using a first CRC
generation scheme, the first CRC generation scheme
specified for the first field by the first communication
protocol;
generate, based on the field, a second CRC using a
second CRC generation scheme, the second CRC
generation scheme specified for the field by the sec-
ond communication protocol;
compare the first generated CRC and the second gener-
ated CRC to the received CRC;
determine that the data unit conforms to the first com-
munication protocol when the first generated CRC
matches the received CRC; and
determine that the data unit conforms to the second
communication protocol when the second generated
CRC matches the received CRC.
6. Apparatus according to claim 5, wherein the network
interface is configured to:
generate the first CRC according to a first CRC polyno-
mial, the first CRC polynomial specified for the field by
the first communication protocol, and
generate the second CRC according to a second CRC poly-
nomial, the second CRC polynomial specified for the
field by the second communication protocol, wherein
the second CRC polynomial is different than the first
CRC polynomial.
7. Apparatus according to claim 5, wherein the network
interface is configured to:
generate the first CRC according to a first CRC polyno-
mial, the first CRC polynomial specified for the field by
the first communication protocol, and
generate the second CRC at least by:
generating a plurality of CRC bits according to the first
CRC polynomial, and
encrypting one or more bits of the plurality of CRC bits
to generate the second CRC.
8. Apparatus according to claim 5, wherein the network
interface is configured to:
generate the first CRC according to a first CRC polyno-
mial, the first CRC polynomial specified for the field by
the first communication protocol, and
generate the second CRC at least by:
generating a plurality of CRC bits according to the first
CRC polynomial,
selecting a subset of the plurality of CRC bits, the subset
to be utilized for the CRC for the second CRC; and
encrypting one or more bits in the selected subset of the
plurality of CRC bits to generate the second CRC.
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